AFFIDAVIT
STATE OF WASHINGTON - ) -

| :SS
’County of Spokane | )

J ohn E. Ne1r1nckx I, be1ng first duly sworn on oath deposes and states:

Introduction | |
1. : I am employed by the United States Secret Serv1ce asls1gned to the Spokane
Resident Office as a Semor SpeC1al Agent I have been employed w1th the Un1ted ,
| States Secret Service s1nce December 1989 As part of my official duties, I |
1nvest1gate cr1mlnal v1olat1ons of the laws of the United States. In connect1on with
‘my dntles and respons1b1l1t1es asa Federal Law Enforcement Ofﬁcer, I have
testified in judlcial proceedings and prosecutions for violations of statutes within -
T1tle 18 of the United States Code |

2. ‘Thennforma’uon contalned -in-this aff1dav1t is based upon my personal
' obse“rvations,—experiences-,—-and information related to me by other law enforcement |

officers and govern_ment employees including: United States Department of
| Homeland Security Secret Seryice,ﬂUnited States Department of Treasury, Internal

' Revenue Service, Washington State Attomey General's Office, the Uni_ted States
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Attorney’s Office, the Spokane Police Department, the United States Postal

- Inspection Service and others. Since this affidavit is being s»ubmitted. for the
1imited purpose of seeuring a search warrant, I have not included every fact lctnown
to me concerning this investigation. |
Overview of Scheme

3 Fraudulent high school and college “degrees” are being sold over the
internet to people throughout the United States and the world by various entities,
1nclud1ng “Saint Regis University”, “James Monroe University”, “Robertstown
University”, “Trinity Christian School” and others. As shown below, Dixie Ellen
Randock, .Steven Karl Randock (also known as Steven Randock, Sr., Steven
Randock and Steve Randock), Heidi Kae Lorhan, Amy Leann Hensley, Richard
John Nov~k (also known as Rick Novak) Blake Alan Carlson Roberta Lynn

Markishtum and others are involved in manufacturing and selling fraudulent

~ “degrees” to consumers over the internet using various entities. Depending on the
" type of “degree” a consumer wants to obtain, the suspects, through one or more of
the websites registered either in their name or in the name of a nominee, charge
fees from $399.00 to in excess of $2,454.00 per “degree” and accempanying

documents. The “degrees” are then shipped or mailed via interstate carrier or the
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United Stat¢s Postal Service to the purchasers. As showﬁ below, the fees
generatéd by‘ the sale of fraudulent degrees and academic crédentials ‘é.re being
laundered ﬂuough one or more domestic and offshore bank accounts. Somé of the
_férei gn bank éccounts whibh are being‘ﬁsed to launder the proceed"s of théir wire

: ffaud activity are/or were located offshore, in the islands of Domiﬁica and St..
Vincént, West Indies. B

| ; Td further the scheme and to creéte the appearaﬁce tﬁat the “degrees” they have

sold to consumers over tﬁciﬁtemet are legitimate, Dixie and Stéven Raﬂdock and

others have set up “accreditation” and “transcript verification” fronts.

| Statutes Involved

4. Title 18, United St.a‘ties}Cvode, section 134 1, (Frauds and swindles) provides:

Whoever, having devised or intending to devise any schemeor
artifice to defraud, or for obtaining money or property by means of
false or fraudulent pretenses, representations, or promises, or to sell,
dispose of, loan, exchange, alter, give away, distribute, supply, or
furnish or procure for unlawful use any counterfeit or spurious-coin,

~ obligation, security, or other article, or anything represented to be or
intimated or held out to be such counterfeit of spuriousarticle; for the— -
purpose of executing such scheme or artifice or attempting so to do,

- places in any post office or authorized depository for mail matter, any
matter or thing whatever to be sent or delivered by the Postal Service,
or deposits or causes to be deposited any matter or thing whatever to

‘be sent or delivered by any private or commercial interstate carrier, or
 takes or receives therefrom, any such matter or thing, or knowingly
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“causes to be delivered by mail or such-carrier according to the
direction thereon, or at the place at which it is directed to be delivered
by the person to whom it is addressed, any such matter or thing, shall

~ be fined under this title or imprisoned not more than 20 years, or
* both. If the violation affects a financial institution, such person shall
be fined not more than $1,000,000 or imprisoned not more than 30

years, or both.

5. = Title 18, United States Code, section 1343, (Fréud by wire, radio, or

- television) provides:

Whoever, having devised or intending to devise any scheme or
artifice to defraud, or for obtaining money or property by means of
false or fraudulent pretenses, representations, or promises, transmits

~ or causes to be transmitted by means of wire, radio, or television

- commiunication in interstate or foreign commerce, any writings, signs,

signals, pictures, or sounds for the purpose of executing such scheme
or artifice, shall be fined under this title or imprisoned not more than
20 years, or both. If the violation affects a financial institution, such
person shall be fined not more than $1,000,000 or imprisoned not

more than_ 30 years, or both.

‘6. Title 18, United States Code, section 1956, (Laundering of monetary

instruments) provides, in part:

(a)(1) Whoever, knowing that the property involved in a financial
" transaction represents the proceeds of some form-of unlawful-activity,

conducts or attempts to conduct such a financial transaction which in
fact involves the proceeds of specified unlawful activity—

(A)(i) with the intent to promote the carrying on of

specified unlawful activity; or o

(i) with intent to engage in conduct constituting a

violation of section 7201 or 7206 of the Internal
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Revenue Code of 1986; or iRt
(B) knowmg that the transaction is designed in- whole or
in part—
(i) to conceal or disguise the nature, the
- location, the source, the ownership, or the
~ control of the proceeds of specified
unlawful activity; or |
% Xk Xk
‘shall be sentenced to a fine of not more than $500,000 or tW1ce the
value of the property involved in the transaction, whichever is
- greater, Or 1mprlsonment for not more than twenty years, or both.
(2) Whoever transports transmits, or transfers or attempts to
transport, transmit, or transfer a monetary instrument or funds from a
place in the United States to or through a place outside the United
States or to a place in'the United States from or through a place
outside the United States—
(A) with the intent to promote the carrylng on of
specified unlawful activity; or
(B) knowing that the monetary instrument Or funds
involved in the transportation, transmission, or transfer
represent the proceeds of some form of unlawful activity
and knowing that such transportatlon transmission, or
transfer is designed in whole or in part—
(i) to conceal or disguise the nature, the
__Jocation, the source, the ownership, or the.
control of the proceeds of specified
unlawful activity; or
(ii) to avoid a transaction reportmg
: * requirement under State or Federal law,
shall be sentenced to a fine of not more than $500,000 or twice the
value of the monetary instrument or funds involved in the
transportation, transmission, or transfer, whichever is greater, or’

imprisonment for not more than twenty years, or both.
) * %k ok
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(c)(7) the term “specified unlawful activity means—
" (A) any act or activity constituting an offense listed in
“section 1961 (1) of this title. . .

- (18 U.S.C. § 1961(1) lists bofh § 1341 mail fraud and § 1343 wire fraud.)
7. Title 18, United States Code, section 1957, (Engaging in monetary
transacvtions'in property derived from specified unlawful activity) provides:

(a) Whoever, in any of the circumstances set forth in subsection (d),
knowingly engages or attempts to engage in a monetary transaction in
criminally derived property of a value greater than $10,000 and is
derived from specified unlawful activity, shall be punished as
provided in subsection (b). . - .
. (b) (1) Except as provided in paragraph (2), the punishment for an
" offense under this section is a fine under title 18, United States Code,
or imprisonment for not more than ten years or both. .
(2) The court may impose an alternate fine to that imposable under
paragraph (1) of not more than twice the amount of the criminally
derived property involved in the transaction.
(c) In a prosecution for an offense under this section, the Government
is not required to prove the defendant knew that the offense from
which the criminally derived property was derived was specified
unlawful activity. : o :
(d) The circumstances referred to in subsection (a) are—
(1) that the offense under this section takes place in the
United States or in the special maritime and territorial
jurisdiction of the United States; or
* (2) that the offense under this section takes place outside
the United States and such special jurisdiction, but the
defendant is a United States person (as défined in section
3077 of this title, but excluding the class described in
paragraph (2)(D) of such section). §
(e) Violations of this section may be investigated by such components
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of the Department of Justice as the Attorney General may direct, and
by such components of the Department of the Treasury as the
- Secretary of the Treasury may direct, as appropriate and, with respect
to offenses over which the United States Postal Service has
jurisdiction, by the Postal Service. Such authority of the Secretary of
the Treasury and the Postal Service shall be exercised in accordance
with an agreement which shall be entered into by the Secretary of the
Treasury, the Postal Service, and the Attorney General.
(f) As used in this section— - _.
(1) the term “monetary transaction” means the deposit,
withdrawal, transfer, or exchange, in or affecting
interstate or foreign commerce, of funds or a monetary
instrument (as defined in section 1956 (c)(5) of this title)
by, through, or to a financial institution (as definedin
section 1956 of this title), including any transaction that
would be a financial transaction under section 1956
(c)(4)(B) of this title, but such term does not include any
transaction necessary to preserve a person’s right to
representation as guaranteed by the sixth amendment to
the Constitution; |
(2) the term “criminally derived property” means any
property constituting, or derived from, proceeds obtained
from a criminal offense; and
(3) the term “specified unlawful activity” has the
meaning given that term in section 1956 of this title.

8. iTitle 15» United States Code, § 7,8dd-2 (Prohibited Foreign Trade Practices)
provideé': |
- (a) Prohibition

" It shall be unlawful for any domestic concern, other (han aivl.issue_r which is
subject to section 78dd-1 of this title, or for any officer, dirécto_r, employee,

- Affidavit of Senior Special Agent J ohn E. Neifinckx, II
7 of 137 3

Spokane_£final.wpd




or agent of such domestic concern or any stockholder thereof acting on
behalf of such domestic concern, to make use of the mails or any means or
instrumentality of interstate commerce corruptly in furtherance of an offer,
~ payment, promise to pay, Or authorization of the payment of any money, or
‘offer, gift, promise to give, or authorization of the giving of anything of
value to-- )
(1) any foreign official for purposes of--

(A1) influencing any act or decision of such foreign official in
his official capacity, (ii) inducing such foreign official to do or
omit to do any act in violation of the lawful duty of such
official, or (iii) securing any improper advantage; or

(B) inducing such foreign official to use his influence with a
foreign government or instrumentality thereof to affect or
influence any act or decision of such government or

- ijnstrumentality, in order to assist such domestic concern in
obtaining or retaining business for or with, or directing

business to, any person;

(2) any foreign pblitical'party or official thereof or any candidate for
foreign political office for purposes of— | L

(A)(i) influencing any act or decision of such party, official, or

candidate in its or his official capacity, (ii) inducing such party,

official, or candidate to do or omit to do an act in violation of

the lawful duty of such party, official, or candidate, or (iii)

securing any improper advantage; or T
(B) inducing such party, official, or candidate to use its or his
influence with a foreign government or instrumentality thereof
to affect or influence any act or decision of such government or
instrumentality, in order to assist such domestic concern in
obtaining or retaining business for or with, or directing.

- business to, any person; or '

- Affidavit of Senior Special Agent John E. Neirinckx, I1
8 of 137 ' - -

. Spokane_f inal.wpd




t

~ (3) any person, while knowing that all or a portion of such money or
thing of value will be offered, given, or promised, directly or
indirectly, to any foreign official, to any foreign political party or
official thereof, or to any candidate for foreign political office, for .
- purposes of-- : '

(A)(i) influencing any act or decision of such foreign official,

political party, party official, or candidate in his or its official

capacity, (ii) inducing such foreign official, political party,

party official, or candidate to do or omit to-do any act in

violation of the lawful duty of such foreign official, political

party, party official, or candidate, or (iii) securing any improper '
“advantage; or |

(B) inducing §UCh foreign official, political party, party official, or
candidate to use his or its influence with a foreign government or
instrumentality thereof to affect or influence any act or decision of
such government or instrumentality, | |

in order to assist such domestic concern in obtaining or retaining
business for or with, or directing business to, any person.

The Premises To Be Searched

| 8.  Dougand Heidi Lorhan residence:

This residenee located at 14308 E. 22nd Avenue, Veraflele (a'lsemkvr}own as
Spokane Valley), Washington, 99037; The Lorhan residence is a two-story

_ 1;esidence with an attached garage. The residence is blue in color with a dark blue
trirﬁ. Tﬁe numbers "14308" are affixed to the side of the_residence, adjacent te the

* front door. A wood plaque bearing the name, "The Lorhan's" is affixed to the
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residence, below the ﬁumbers "14308". The front entrance to the residence faces to
the North. | | |
a.  Asof 07/30/05, Spokane County Assessors records indicate
that the residence is identified as Spokane County Parcel #45262.2102?and is
| owned by Doug & Heidi Lorhan. | |
| b On 12/30/04, record inquiries with‘the Washingtbn State
- Department of Licensing revealed Heidi Kae Lorhan holds a valid Washington
State dri_ver's license. Her address is listed as 14308 E.‘ 22nd Avenue, Veradale,
WA. |
9 The Steve and Dixie Randock residence:
The residence located at 3127‘E. Ri\}er Glen Drive, Colbert, Washington, 99005,
is located to the west of the Little Spokane River. The resideﬁce is set back_.
'appro‘ximately 200 feet to the north of River Glen Drive. The residence is a white
single stofy residence with a daylight basement and a gable roof: A white fence
surrounds the deck on the east side of the residence. The front entrance to the
_ résidence faces south, toward River Glen Drive. No nufnbers are apparent on the

residence, however the address "E. 3127 River Glen" is located on a mailbox to

~ Affidavit of Senior Special Agent John E. Neirinckx, II
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the east of the residence at the intersection of Meadowview »Drive,and River Glen |
Drive. |

As of 01/21/05, the residence located at 3127 E. River Glen Drive is identified as |
_Spokane'County Parcel # 37033.9137 ‘and ‘is owned by Children’s Future

| Revocable Trust As of 07/18/05, the officers of Children's Future Revocable |
Trust are: D1x1e Ellen Randock wh1te female 52", 118 Ibs., blonde hair, brown

~eyes, bom 03/16/50 and Steven Karl Randock Sr wh1te male 6'0", 200 Ibs., gray |

hair, brown eyes, born 06/28/39
a. On 12/30/04 record inquiries with the Washington State
Department of L1censmg revealed Dixie Ellen Randock holds a valid Washlngton
'State driver's license. ‘I-‘;Iervaddress is listed as 3127 E. River. Glen Drive, Colbert,
WA, 99005. L
b. On 1 2/30/04, record inquiries w‘ith the Washington State |
: Department of Licensing revealed Steven Karl Randock, Sr. holdé avalid |
Wasllington State driver's license. His address is listed as 3127 E. River Glen
Drive, Colbert, WA 99005

C. Record 1nqu1r1es with the State of Washlngton Master L1cense

‘Service, reveal that as of 07/27/05, the Ass0c1at10n known as '_Chlldren S Future
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Trust" is registered with the State of Washington: The ofﬁcersforClililldren's
" Future Trust are Steven and Dixie Randock, who reg:istered :w'ith a home address
- of 3127 E. Rlver Glen Drive, Colbert, WA, 99005.
d On 7/27/05 Postal Inspector Dennis Larsen confirmed that
| ‘both Steve and Dixie Randock are currently receiving mail at 3127 E. River Glen,_ '
- Colbert, WA |

e. Financial records received from Card Services International (a
credit card processing cOmparly) indicate that on 10/23/01, Steve Randock, DOB
8/28/39, and Dixie Randock, DOB 3/ 16/50, opened an'laccount under the name of
"'AEIT" using the address of 3127 E. River Glen, Colbert, WA. The application
,1ndlcates two business addresses as 14525 Newport Hwy, Mead WA, and 601 E.
Seltice Way, B8, Post Falls, ID. The "type of business" 11sted on the apphcatlon is
" "Video-Tape Rental Sales" rather than diploma sales.
: lt). 14525 N. Newport Hwy., Mead, WAV 99021
This premlses is located at 14525 North Newport Highway, Mead, Washington,
99021. The bulldmg is a two-story commer01a1 brick building with white trim and
white window shutters. This bu11dmg is located to the west, of Newport nghway

(State Route 2). The front of the bu11d1ng faces south. The pubhc entrance to the

. Affidavit of Senior Special Agent J ohn E. Nelrmckx II
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| structure is located on , the south side of the building. There are four wh1te pillars at
the front entrance to the building. There is also a manufactured home busrness on
site, identified with a sign d1splay1ng '"Home Boys Manufactured Homes" on the
marquee near the business. No address numbers are apparent on Or near the

| building.

o a. As of 07/30/05 Spokane County Assessors records indicate

o that the parcel 1dent1ﬁed as Spokane County Parcel # 37344, 0172 is owned by

Steve & Dixie Randock

b.’- | Inqulrles with the Washington State Department of Licensing,
- Master License Service Database revealed that on 2/10/04 Steven Karl Randock,
SR. registered “ST. Regis Accountlng, 14525 N. Newport Hwy, Suite 3-F, Mead,
WA?” as a sole proprietorshlp.

| c. On 1/6/05, Your Affiant; acting ‘in an undercover capacity,
entered the building at _14‘525 N. Newport Highway;“Mead;WA, and spoke with '
Renee Hayes, Sales Associate for Home Boys Manufactured Homes, located at the |
same address. Hayes advised that Home Boys owns the entire building located at
the aforementioned address and leases o‘ut some of the space on the second floor

and in the basement to other businesses. Hayes stated one of the businesses
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IOCatedi'ﬁfHé”basemént‘ was “A+ Institute" which Your Affiant knows. is an entity
controlled by Dixie and Steven K. Randock.
d.  Areas to be searched include all office spaces and storage areas

within the building except for those offices readily idenﬁfied as a non-related

- businesses.

11.  Amy Hensley residence:

Amy Hensley’s residence is located at 8015 E. Baldwin, Spokane, Washington,
99212._ The Hensley residence is a single story residence with a basément, and an
attabhed garagé. The residence has light beige Siding 'a‘nd,white trim.- The numberé
"8015" afe affixed to the side of the residence adjacent to the front door. The front
entrance to the residence faces td the »south. , | |
As of 07/30/05 , Spokane County Asséssors records indié”a“t‘é""that“the house is

" identified as Spokane County Parcel #45073.1021 and is owned by Amy L.

‘Hensley. .

12.  Northwest Business Stélmp‘:“'-
The business known as Northwest Business Stamp,- is located at 5210 N. Market,
Spokane, Washington, 99217. This business is located ina commt'ercial,-single

story, tan colored brick building. The numbers "5210" are affixed to the front
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14 of 137 ' - -

Spokane_£final .wpd




i

entrance of the business. A white, reader board ”S’tyife%srign‘is”afﬁxed to the building

above tlie front entrance, bearing the name "Northwest Business Stamp". The front

| entrance of the business faces the west. The business is located adjacent to. tlre |
‘Spokane C.OPS Northeast office, located at 5208 N. Market‘ Spokane WA.

| As of 07/30/05 Spokane County Assessors records indicate that the busmess is

' 1dent1ﬁed as Spokane County Parcel 00.001310, and is owned by “PI'OJCCt Vision”.
- 13. | Richard Novak Res1dence (Arizona): |

The Novak residence, located ina gated community, is located at 14628 N. 90th

| Drive, Peoria Arizona, 85381 The residence is an off—white stucco, tile roof

single story residence, and is the fourth house north of the corner of Acoma and

| §Oth Drive on the west side of the street. The garage to tlre residence faces east.

The front entry to. tlre ‘residence faces north and has a white secnrity door. The

' dark colored numbers "14628" are clearly visible and securely affixed to the east

' side of the home facing the street adjacent to the garage door opening‘."‘The rear of

the property is waterfront.

As of 08/01/05, Marlcopa County Assessor s records indicate that the res1dence

identified as Marlcopa County Parcel # 200 61-921, is owned by Rick & Jean.

Novak.
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14. © 601E. Seltiee Way, Post Falls, m., Suite 8B.

“Suite 8B is located within the Post Falls Professionalr Center, 601 E. Seltice Way,
| - Post Falls, Idaho, 83 854.- The Post Falls Professional Centeris a two-story
business building with a basement. The building is located on the corner of Seltice
" Way and Lincoln Street in Post Falls, Idaho. The bullding has gray s1d1ng and blue
+ trim, and faces south toward Seltice Way. Suite 8B is located in the basement of
the Post Falls Profess1ona1 Center and is identified with "8B" on the door.

As of 08/01/05, Kootenai County Assessor S records 1ndicate the owner of The
'Post.Falls Professional Center (identified as Kootenai County Parcel # P-5700- |
'003e004-A) is Raymond B. Guerra. On 3/25/05, Ray Guerra provided Your |
Affiant with a copy of a lease agreernent showing that Steve Randock, 3 12,7 E.
Riverglen, Colbert, WA leased suite 8B under the buSiness.‘nameof “A+ Institute
‘and Printing.” Guerra stated that Steve Randock signed an.extension to the leese

agreement on 2/17/03, extending the lease of suite 8B until 8/18/05.

Details of Wire/Mail Fraud Investigation

15. InJanuary 2005, the United States Secret Service (USSS), Spokane
Resident Office (RO), initiated an investigation into a number of internet based

‘virtual "schools", based on information obtained from Investigator Grant Collins,
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Washlngton State Attorney General's Office (WA AGO), 1116 W. R1vers1de
Avenue, Spokane WA, that the "schools" were fraudulently selling high school
and college “degrees.” Investigator Collins stated that "Saint Regis University,”
(also referred to as St. Regis Universit}i and SRU), "Robertstown University,"

- "James Monroe Un1vers1ty," (also referred to as “JMU”) "James Monroe
Un1vers1ty High School " and "Trinity Chrrstlan School” were among the

- "schools" his agency was 1nvest1gat1ng, and that they are believed to be operatmg
at 601 E. Seltice Way, Su1te 8B, Post Falls, Idaho and 14525 N. Newport
Highway, Mead WA. Investigator Collins advised that Dixie Randock, Steve
Randock, Sr., Heidi Lorhan Amy Hensley, and Roberta Markishtum are among

- the main suspects who are operating the aforementloned fraudulent schools.
Investigator Collins’ 1nvest1gat10n revealed that the suspects were operating the
fraudulent "schools" under various busmess names 1nclud1ng "A+ Institute,” o
"AEIT" (Advanced Education Institute Trust), "Kachlng Kachlng, and "When
Plgs Fly,"' and that most of their busmess transactions were conducted via the
internet, e-mail, and common courier. Investigator Collins advised that inquiries
with the Idaho Secretary of State's Ofﬁce revealed Kaching Kaching, Inc. end-

When Pigs Fly, Inc. are businesses located at 601 E. Seltice Way, ‘Suite 8B, Post
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Falls, Idaho, 83854.‘ Investigator Colliﬁs also stated that his investigétion
determined that one of the methods of payment for the fraudulent “degrees” was
PayPal, which Investigator Collins deScribed as an electronic third party billing
company thaf collects fees from the “diploma buyers” and forwards the meney to -
| : “AEIT”, “A+ Institute”, or other entities designated by the main suSpects.
- Information Provided by George Gollin, PhD..
16. On 6/10/05, George Gollin, PhD., Professor of Physics, University of |
Illinois_ at Urbana-Champaign, advised Your Affiant that he has been»conduc,ting
independent research into fraudulent “degrees” sold by “St. Regis University,” | |
| “James Menroe Unive:sity,’,’ and other related fraudulent “schools” and fraudulent
“accreditation” companies tied to Steven and Dixie Randock. Dr. Gollin stated
that because his professional obligatiens includev research and public servi_ce, he
“believes his research into those “schoels”"selling fraudulent “degrees” is an |
important aspect of his profession. Dr. Gollin further advised Your Affiant that
through his extensive research and monitoring of web sites selling educational
“degrees” over the internet, he determined that as early as Augﬁ'st 4, 1999, one or

both of the Randocks started to participate in the sale of fraudulent “degrees” via

‘the internet.
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|

—Falls; Idaho, 83854.. Investigator. Co_llli:'ns also stated »that his inVesti.gation
determined that one of the rnethods of payment for the fraudulent “degrees” was

- PayPal, which Investigator Cbllins' described as an electronic third party billing‘
eompany that collects fees from the “diplotna buyers” and forwards the mdney to -

“AEIT” “A+ Institute”, or other entities deS1gnated by the main suspects .

Informatlon Prov1ded by George Gollln, PhD

r

16. On 6/10/05, George Golhn, PhD Professor of Physws Un1vers1ty of
Ilinois at Urbana-Champalgn, adv1sed Your Affiant that he has been conductmg '
independent tesearch inte 'ftaudulent “degrees’-"‘ sold by “St. Regis University,” |
- “James Mt)nroe University;” and other telated fraudulent “schools” and fraudulent
accredltatlon companles tied to Stéven and Dixie Randock Dr. Gollin stated |
- -—that-beeause-his- prefess1onal ebhgatwnsanclude Tesearch and public serv1ce he
- believes his research into those “schools”selling fraudulent “degrees is an ‘.

.4._..important aspeet_of.his,pfrofesSion;:Dr_.:Gol.l.in:;fulttht“erfad:\r-:isedé»éf our-Affiant that

... through his extensive research-and monitoring of web sitesselling educational

“degrees"’ over the internet, he determined that as early as August 4, 1999, one or
both of the Randocks started to participate in the sale of fraudulent “degrees” via
‘the internet. |
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' _17._-Your Affiant.checked several law enforcement databases and determined

" that Dr. Gollin has n criminal history. |

18‘ Your Afﬁant also has reviewed a written Report (heremafter “Gollin’s
Report”) that Dr Gollin and James Bear prepared in February 2004 for the United
States Federal Trade Comrmss1on (FTC) State of Oregon Ofﬁce of Degree

: Authonzatlon and State of Washmgton H1gher Education Coordinatmg Board.
Accordlng to Dr. Golhn s Report “Saint Regis Un1vers1ty” “Amencan Coastline
Un1vers1ty” and the “Natlonal Board of Educatlon” (NBOE) are three related

| organlzatlons whlch pose as legltimate degree-granting institutions of hlgher
educatlon and claim to have received official recognition from the Repubhc of |

S "Liberia'.‘“ “NBOE” claimed’that“it had" achired“the ‘right'to accredit other

e un1vers1t1esﬂanywhere in-the-world-on behalf of- L1ber1a—-—~—Sa1ntRegls

~ University” malntalned that it was based in Monrov1a L1ber1a, while “American
~-—Coastline™e Jaimed thatatsmaincainpuswas in- St:Petersburg ~Russia «Accordmg
to Dr Golhn—s Report*::in—reaht—y -both-enterprises [were] based in the Un1ted
States,_ with their pr1n01pals working in the vicinity of Spokane, Washington and
Rochester, New York. According to an Executive Surnrnary of Dr. Gollin’s |
Report through analysis of internet manifestations of “NBOE”., “Saint_ Regis |
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Unlvers1ty” -and “American- Coasthne Un1vers1ty” he showed that these
organlzatlons were operated by D1x1e Randock Steve Randock, He1d1 Lorhan,
Kenneth Pearson, and Richard Hoyer and demonstrated that their activities
ineludedﬁ the creation of over one hundred web sites, the offer of sale of academic-
o “degrees” to unqualified _customers,' the construction of anvimposter'Web_ site
. } purporting to be the ofﬁei'al site of the Liberian Embassy, and the tranSmission of -
' unauthorlzed e-mail clalrmng to be officml vcorrespondence from the L1benan
Embassy in Washmgton D C | “
19. © According to-Dr. Golhn S Report inspection of web site domain
' regrstratlon and site content allowed partial reconstructlon of Dixie and Steven
~ Randock’s activities. Dr Golhn s February 2004 Report further indicates that
d—)nue Randock andherSpokane-coﬂeagues havereglstered and/or-created more
than one hundred different 1n'ternet domains compnsmg at least 21 “degree’-
~-~—4grantmgfnt1ﬂes ya numbeHaf—‘sﬁes whlchserve -as-brokers-for-degrees-from-
-—unnamed- unfversltles~—and a- begus*—lﬂbenan Embassy -site-whieh-was-referenced by '_ o

- the “Saint Regis University” site in order to demonstrate the authentlclty of “Saint

Regis University.”
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‘. 20. Accordmg to Dr Gollm s-Report; —1&2001 or-2002;-a- consortlum headed by

R1chard J Hoyer an American based in the Rochester New York area, created a .

priyate organizatlon called the “National Board of Education” (“NBOE”) and
entered into anarrangement which alloWed “NBOE” to grant “ofﬁcial 'Liherian”

'. accredita'tion to degree-granting enterprises anywhere in the World :

21, According to Dr Gollm S Report “NBOE” sells Liberian accreditatlons

_for $50,000. “NBOE’s” ‘advertlsing 1nformed potent1a1 customers that payment of

the $50,QOO fee. guarantees the award of accreditation. According to Dr. Gollin’ s

| Report, bes‘ides' selling credentials- to unaccredited schools, “NBOE” also operates

“Saint Regis University;’ ‘iifhich has served as a kind of parent orga_nization for

L overa dozen ‘other un1vers1t1es Dr Gollin’s report 1nd1cates that many (bUt not

-.»?fall-)-'o-'f—'thes-e-entitres-are*()p-erateckbythesame*peoplewvho ‘rurr"‘Sa‘lnt Regis

- University”. According to Dr. Gollin’s Report, “Saint Regis University” and

* related-entities sell academi‘c—“c%ede‘ﬁtial‘s%ndproVidéﬁto%ﬂiersphon’facadenﬂi?— :
: “degrees ——mcludlng, butn_t:hnﬂted:te—dectoral ‘—‘degrees—*in;aevariety ot“ ﬁelds.
22, | Dr. Gollin’s Report indicates that he and Dr. Bear’s own direct experience

| inclndes receipt of offers of sale of Associate of Arts “degrees” after submitting

' answers,’almost all of which were incorrect, to a simple multiple choice test
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| --offered’-by’-"Saint Reg:ifseUniversity-’--"--and—ﬁ‘-Robertsto*wn»Univ_er-sity’_’ vyeb sites.
.Aceo‘rding to Dr. Goili_n’s Report,'in.spite of its claim of Liberian recognition, the
web.‘.servers andvadmjnistrat}i\ie operations for “Saint Regis University’-’ and related
ent1t1es res1ded in the Unlted States. | | R
: 23 Accordmg to Dr. Gollm S. Report on 9/25/03 the L1ber1an Embassy posted a
| o statement on its ofﬁ01a1 ‘webs1te announcmg that it has no ofﬁ01a1 deahngs-w1th
 the online “St. Regls Unlyers1ty ” Accordmg to the statement, “The Embassy of
L1ber1a in Washlngton D C w1shes to d1sass001ate itself and to announce that it-
- has no official dealings w1th the online St. Regis 'Umvers1ty,- and would as such |
B assume no responSibility for any reference to the Embassy.”
24, Accordmg to Dr. Gollm ‘Randock started a web site
TW‘W“LAben“an‘e‘—bassy com whlch was us‘ai‘ with many of Rmdock’s ‘schools™
" to show the “school” was accredlted by the Country of L1ber1a : |

ﬁfr— Dr—(—}oﬂmalscradwsedﬁat soon after Dixie’] Randoekstaﬁedusmg

'—“N?BOE*.’,‘she—empl'oyed“the‘assrstanemnena—uan*z‘fgowrrermdoperator of
“Career Consultants International” (CCI), a foreign credential elv‘aluat‘or.» :
- According to Dr. Gollin, Sheila Danzig, a former employee of “St. Regis-

University”, conducted evaluations of credentials for degree certification for “St.

-Affidavit oI Senior Spe01a1 Agent John E. Nelrmckx II
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| Regié' Un=iver-=s-i:t-y-.»’? : E.Ventuall»y,-.-Dix.ie- -Réndoc—k created -f-‘Academ_icuCrledential
»A-sse_ssm.e.nt CQrporati‘dn” (ACAC)5 which is supposedly based ouf 123 West First | o
Strcet, Suite 675, Caspér, Wyoming.. (Investigators‘have determined that ﬂlié -
‘ addréss 1s éirﬁi)_ly a registéred agency .éddress for numerous cor_por.étions. .
| 'in'corporéltéd in.Wyom‘ing.) “ACAC” apparently is acting aS a.foféign credentiall
. évali;ator which “accre,dits”"Diy‘(ie Randock’s “schools.” _Another w:e_bsi.te called
- “Infernational Commlssmn for Higher Ed_ucatioﬁ” (ICFHE) has appca;ed on the |
hiterﬁet ghd is _sﬁpposéd:l‘ylbased out of 14781 Memorial Drive,‘ Suite 1‘.243,
Houston, Texas. Invlestvigat.ors have determined that tﬁis address is a postal center.
| The ICFHE domain }wa}vs' _f;itially registered on 4/12/04. The ICFHE weBsite
) ’“r”éféféﬁ"éé‘S"ACAC and sevéral ‘ofther"Randoc;k “schools” as beihg “accredited.” Dr.
- Gol'lin'*'adﬁi'sed"fhat*'ambﬁgﬁejst'kegisﬂniversity”-relatéd*""univcrs ities”
~ supposedly “accredited’; by YICFHE are: “Ameritech U‘niver'si.ty,’f “Fort Young
~-——Univer‘sity;’iaﬁﬁﬁP~anamerﬂi€a=Hﬁ%vefsity;’—’tI;n—ves—ﬁgatﬁr%haveeeﬁdueted—iﬁquiries
o w1th the fG‘eunsél}fer ‘~~‘I-I i’gher‘«Edueat-iﬁﬁﬂqﬁdxkcerédifaﬁen~ and;detennined-that |
' th¢s¢ threé f‘univefsitie's” are. not rec;oériized by the United States Dep'artinent of

Education.
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26 ..;,,c.YourAfﬁant—has learned that “ACAC” was 1ncorporated on4/ 12/04 in
Wyornrng as a for profit corporation. The reg1stered agent is 1dent1ﬁed as

-~ GUSTA, INC., 123 W. First Street,'Suite 675, Casper, Wyoming. The
corporation5s address is listed as G.D. J a1i1', 123 W. First Street_, Suite 675A,‘Casper, -

| W.yorning | |

. 27. On 1/10/05 Dr Golhn 1nformed investigators. about the connectlons
between “AEIT”, “Sarnt Regls Un1vers1ty”, “A+ Instltute” “INSYNC, LLC” and
“Thank You Payment” In order to rece1ve services from WWW. usdegree com

(adrnrmstratlve contact 1_s Heldl Lorhan) and www.saintregisedu.org. a consumer

 must accept the following tennS'

The terms "St. Regis Un1vers1ty (AEIT Peer Evaluation Degrees)

Graduate School, Inc., and/or advancedu", and/or "Peer Evaluation”

-~ ———and/or-"Peer Degrees"-and/or-"evaluation-based-degrees"-and/or prior -
learning and/or experiential learning degrees" are used as a reference -

* for the entire internet web sites www.advancedu.org, and/or .
www.saintregisedu.org including linked and or forwarded pages and

~files,-as well as its-officers,-directors, owners; partners;-agents,-and .

employees AND ALL SUCH TERMS ABOVE SHALL be known as

_—andrrefelzred to-herein-as "The-Corporation™
% k kK

You ‘must accept above TERMS OF USE AGREEMENT to use this
website, and/or by ordering our services, products or documents.
Please note: "The Corporatlon" accepts Visa and Mastercard,
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to. AEIT INSYNC LLC A+ or ThankyouPayment

ROk Ok

Information Regarding Suite 8B Obtained from Pam Llehel
28.' ‘On 1/14/05, Special Agent Greg Ross, USSS interviewed Pam Lelbel

Office Manager for ngh Wing Constructlon 601 E. Seltrce Way, Suite 7B, Post
| .Falls ID Ms Lelbel stated that two women who have prev1ously mtroduced
themselves as 'Amy and "Roberta" work across the hall in suite 8B. Lerbel
stated that she has spoken to the two women on numerous occasions since they
moved 1nto su1te 8B during the late summer or autumn of 2004 Leibel further
1nformed SA Ross that in late 2004, the Post Falls Police had responded to the1r

office at High Wing Construction' and that the investigating ofﬁcer was inquiring

‘about the women in su1te 8B. Le1be1 stated that the Post Falls Pohce Ofﬁcer had

1nd1cated that he was followmg up on a complaint filed with the Pollce

Department by someone who had paid for a "bogus degree.” Leibel stated that the

ofﬁcer told her that the complalnt 11sted 601 E Seltice, Su1te 8B, as the address to

which the complarmng party had mailed their check. Leibel also informed SA
Ross that around J anuary 2005, she overheard a conversation that occurred in the

hallway _betuzeen her suite and suite 8B in which Amy was speaking withan
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unknown male who appeared to be about 25 years: old: Lerbel stated the unknown
male sounded very upset and was holdmg a DHL envelope in his hand Le1bel

| stated she heard Amy state, "I cant grve you a check now because Steve i is in-

* India." Le1bel stated she then heard Amy go back into her suite, and the unknown

. ‘, male started walklng up the stairs to leave the bu1ld1ng Leibel stated that as the
unknown male was walkmg up the sta1rs she overheard him talk1ng on his cellular
- telephone in an upset tone "Well I was just down there " Leibel stated that based
on the tone of voice and content of the conversat1on she bel1eves that the :

unknown male was cornplarnmg to Amy about something he had purchased from |

- the business in suite 8B, and that he was not satisfied with the results of his

conversat1on ‘with Amy

29. ﬁn’ 1717705 SA Ross‘“feﬁived a telephone call‘from Pam Leibel 1nforrmng

~ SA Ross that Amy and Roberta had left the1r office ear11er in the afternoon, and
had left twopackages 1nt‘he common- hallway area- ofﬂ:he1r suite-to be plcked up |
for delivery by- the DHE: Dehvery Company Ms. Leibel indicated that each
package looked S1m1lar and appeared consistent with the type of delrvery package
that mlght hold paperwork or documents Ms. Leibel also noted that the retum

. address on the two packages was: A+ Institute, A. Hensley, 601 E. Seltrce Way,
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Post Falls; Idaho, 83854. -~ ~— -~ o

: 1hterview of Pam Liebe] on 4/28/05 Regarding Observation of Cbmput'er
Equipment in Suite 8B . :

30. On 4/28/05, Your Affiant personally re-interviewed Pam Leibel, High Wing

Censtruetion, 601 E. Seltice Way, Suite 7B, Post Falls, ID, regarding the
| individuals she has,seee ,working in Suite 8]3' at 601 E. Seltice.Way,‘Pestv'Falls,
Idaho. Leibel pvositivel.yv' i‘d.entiﬁed Amy Leeann Henéley, DOB 8/23/66, and.
Roberta Lynn Marklshtum DOB 9/23/67, from photo line-ups as the two
md1V1dua1s she has seen routlnely worklng in Suite 8B Leibel stated both
Hensley and Marklshtu'm had previously clalmed to work i in Suite 8B as graphic
designers and printers. Your Affiant asked Leibel if. she has seen.any computer |
equipment or ﬁles in 'sgi_t‘e 8B, and Leibel steted' tilat ehe has in fact seen sﬁch |
items in Suite 8B on twovr.ecent occasions. Leibel stated that around 4/26/05, she
_was in Suite 8B.,}and noticed two (2) computers and two (2) printere in the suite.
" "Leibe'l stated that areund'4/29/05;"shé‘W’aS again inside Suite 8B, and noticed three
3) filing cabinets, and a box on the floor that contained many foiders' with

' numerous individual’s names on the tabs of the folders.
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31. On 1/ 1 9/05, SA Ross met with Lt. Scott Haug, Post Falls Police Department .
Cat his office in Post Falls, Idaho. Lt. Haug conﬁrmed Pam Leibel's prevrous ‘
Astatements that a Post Falls Officer had attempted to contact "Amy in sulte 8B
| | regarding a complaint which had been ﬁled with the Post Palls Police Department..v
SA Ross obta1ned a copy of the 1nC1dent report from Lt. Haug The report.
_ 1ndlcates that on 12/ 14/04 the Post Falls POllCC Department (PD) recelved a
telephone call from Melmda Adkins, 6477 B. Springdale Hunter Road Hunters
| WA Ms Adkms called the Post Falls PD to report that her son was 1nvolved in
- an on- line course or degree program in which he was supposed to take a test, send
' $4OO OO to 601 E. Seltlce Way, Suite 8B in Post Falls, and would supposedly |
Teceivea 'h1gh school d1ploma “fromra- school called "Trmlty Chr1st1an School "
- Ms. Adkins indicated that she found the transaction very susp1c1ous and |
: | —subsequently ~called-the- l%stPallsGﬁy—Hall—Shesaid{hat City Hall-told her that
: nesueh seheel OF busmessemsted at-that address—Ms-—Adkins- also mformed Post -
Falls PD that she telephoned Amy Hensley at (866) 312-2348, the phOne number
N llsted on the web ‘Site that her son linked to "Trinity Christian School." Ms !
Adkins stated that after speaking to Amy Hensley she felt that the'school and
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'—:"di-ploma."»:were illegitimate and decided to call the police.

Tnterview of Melinda Adkins

32‘ On 1/ 19/05 SA Ross telephomcally 1nterv1ewed Melinda Adkms Ms.
Adkms conﬂrmed most of the 1nformat1on noted in the Post Falls PD report
pertamrng to her telephone complamt about the business located at 601 E Seltice
Way, Suite 8B in Post Falls Idaho. Ms. Adkms mformed SA Ross that her 17
year old son, Mlchael hecame involved online with a web s1te-based school"
representmg 1tself as "Trmrty Christian School." Ms. Adkms stated that her son
Mlchael was searchlng onlme for a way to complete his GED High School

_ equlvalency'so he could enroll later this year in Community College. Ms. Adkins
stated that Michael took a "test" at the "Trinity Chnstlan School" web site, and

~ was subsequently 1nformed that he passed the test and earned the opportunlty to
pay $200 and receive a H1gh School D1ploma Add1t1onally, Michael was
1nformed that he could pay an addrtlonal $200 and, w1thout completrng anyl
addltlonal tests or work could rece1ve an Associates College Degree. Ms Adkms | |
told SA Ross that she d1d not bel1eve that these offers to her son were legal and/or

| leg1t1mate SO she 1nvest1gated further Adkms contacted the contact telephone

number_'listed on the "Trinity Christian School" web slte, a_nd w_as able to speak to
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Amy Hensley*rworlangeut of arrefﬁce—até@l Hd Seltlce:QNay,Sulte 8B in Post
- Falls, Idaho Adkins stated that Hensley conﬁrmed the offers which had been
| made to her son, that he could receive lugh school and junior collegiate degrees |
each fora total of $400.00. Ms. Adklns stated that after speakmg to Hensley, she
B - was Stlll suspicious. Adkms told SA Ross that she then contacted the Idaho
‘ Department of Educatlon as well as the Post Falls City Hall She sa1d that nelther |
) ent1ty had any records of ’any legitimate acaderruc institutions under the name |
“Tr1n1ty Christian School” or at the above listed Post Falls address. |
33. On 1/24/05, SA Ross rece1ved a telephone call from Mellnda Adkins. Ms
| 'Adklns called to prov1de add1t1onal information in follow -up to her 1n1t1al |

" 1nterv1ew with SA Ross. She stated that she "found her notes" and could prov1de |

“further specmcs about the potent1a1 d1plorna’ > purchase from- "Tnmty Chnstlan

" School" at 601 E. Seltice Way in Post Falls Ms Adkins sa1d that when she spoke

'TGAIWHenslT—Hensleymstructea herto 111&1H§h€11' $399: 9@—61? ek to:AEIT,
601 E. Seltice Way, 'BTS_PUSt‘FEﬂS,:lﬁﬁ?h“O_T"MSTAdk:lnS"—-aiSG‘pfeVIdCd-to SA Ross -
the internet addrcss at which her son Michael found and took the online ' test to
receive his dlploma and AA degree The site is llsted as WWW. e-grads com. }.

Further, Adkins informed SA Ross that Amy Hensley also d1rected her to look_ at
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the-web 31teior “James-Monroe- Unlvers1 F1nally, Ms. Adkins stated that the
. Secret Service may be mterested in another feature of the "serV1ces prov1ded by
' "Trinity Christian School." Adkms said that Hensley informed her that upon

purchase of a d1ploma or degree from their business, that d1ploma or degree

becomes an accessible record/docunient in an online "D1g1tal AI'ChlVC" that may be |

 accessed by potential employers 1nterested in verifying her son's degrees
Secret Service’s First Undercover Purchase of a “Degree” via the Internet
34. On 2/28/05 SA Ross actmg in an undercover (U/C) capac1ty and usmg a
U/C computer, made contact with-"J ames Monroe Un1vers1ty High School" via |
their website at www. ]amesmonroeumversny ac/]mu ‘admissions.html. At this
1internet site, SA Ross usmg a U/C alias of 18 year old J effrey Rowley, was
—sollc1ted/prompted to’ completean— assessment-of- competeney~ wShortly after

‘completing the "James Monroe Un1vers1ty High School" online form, SA Ross

oo.com. This e-

- received-an-e-mail-on his-U/C-e-mail-aceount-at Rowle:
- mail-was-from forward]1 @university-services.net— The-e-mail SA Ross received
invited him to take a free online exam to test for SA Ross' qualifications to receive

. a High School Diploma and/or Associate of Arts Degree. The 'e'-r_nail requested
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. SjA“Ro‘ss""to' go"to%v‘vv’wrﬁnive'rsitvfservi-c‘es*:ﬁetfiames—*-sre/—hig h school/test.html to

- take the test

35. On 2/28/05 SA Ross clicked on the 11nk that had been forwarded to the
Rowley U/C e- ma11 account and took a test con31st1ng of approx1mate1y 125
questlons Out of the approx1mate1y 125 questions, SA Ross was confident of the

' correct answers for the ma_]onty of the 125 questions. However SA Ross
purposefully answered apprommately 75% of the questlons mcorrectly in order to
_]udge the 1ntegr1ty of the test S scorlng system. After completing the questlons the
| web site 1nd1cated that SA Ross had tested to the equ1va1ency of a 3.1 Grade Point
Average for High School and a 3 2 Grade Point Average for an AA college

degree The site then sohclted SA Ross (as ] effery Rowley) to purchase any

* number of potential _d1ploma packages 1nclud1ng false transcr_lpts, “degrees, and

| supportmg documents. Ut111z1ng a U/C credlt card account for alias J effery

Rowley, SARoOss purchased ‘transcripts’ Tor‘boﬂrﬁ_lT‘School and-an AA degree

a ngh School "diploma", an AA degree and’ SUpportmg documents of

accreditation veriﬁcation. SA Ross' U/C credit account was subsequently charged

$399.00 via a PayPal online charging service. .
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"':'T'Interwew of DHL Employees — Rowley “De ree” Shipped fl‘Olil Suite 8B

| .346 On 3/ 1/05, SA Ross met with Thomas Hall, M1ke Carpme and Nate Reed
~* managers from DHL Sh1pp1ng Corporation at their main office for the Eastem |
o ‘Washmgton/Northem Idaho region. D1stnct Manager Nate Reed conducted
: numerous computerlzed record searches perta1n1ng to the DHL account reg1stered
- ‘_ to "A + Institute”, and to the shlpplng records ass1gned to “A + Instltute's" DHL
' account DHL records 1nd1cated that "A + Institute” shlpped approx1mate1y 60
packages per month for the months of January and February 2005. Records :
mdlcated that’ approx1mate1y 40% of those shlpments were 1nternat10na1 shlpments '
"and 60% were domestlc U S. sh1pments Each of the three managers that SA Ross
" “met with were quite famrhar w1th thev "A+ Instltute" account because they area
- —”'Hig‘h_\foliir_né”da"il}'f "shl'p’p'er Accordlng to the DHL supervisory team, the "A +

Instltute" account largely ShlpS "document" packages as opposed to larger

"'—b'OX_OTIETItEd_ShIPmCHtS Theﬂ?fﬂrteam*turtnenmormedﬁﬂﬁipss;that thls

account has shlpped atapproxnnateiythesame volame from the Post Falls address :
since September of 2004 The DHL superv1sory team stated that prior to
September 2004, the "A + Instltute" account had a d1fferent prlmary address of

14525 N. Newport Hwy, Mead, Washmgton DHL agreed to begm to make copies
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- —~of--t-he—sh.ipping—infonnation-for- all packagve_s;beingﬁshipp.edsout;of;lA%Jnstitute" at
’6o1 E. Seltice, Post Falls. Finally, during this 's;me meeting sA Ross informed the }'
| DHL superv1sory team that SA Ross is expecting a specific package to be sh1pped |
from "A + Instltute" sent to the undercover alias of J effery Rowley DHL agreed .
to. 1ntercept this shlpment and not1fy SA Ross immediately upon recle1pt
37. On 3/4/05 SA Ross rece1ved a telephone message from Thomas Hall DHL
. Supervisor, 1nformmg h1m that they had received a sh1pped package sent from 'A .
+ Instltute" in Post Falls to SA Ross' undercover alias Jeffery Rowley |
38. On 3/5/05 SA. Ross responded to DHL's shipping office on Airport Way,
- Spokane, WA." SA Ross took possession of a package that had been shipped from
| "A+ .Institute", 601, E ;Selltice 8B, Post Falls Idaho, which w.asv intended to be N
shipped to SA Ross’s U/C “a‘lias J effery R‘owley‘,"inv'Minneapoli's-;MN:'“SA"—R'oss |
“ reviewed the contents of the shlpment and found that 1t contalned two folders. |
The first folder contalned a "dlplorna -and-* AtI“dﬁSCl‘lpt" from—"J amesMomee%
University High—-School" awarded to J ef-fery—Rowle-yshowmg- that Rowley had
successfully achietz_ed his hi gh school diplorna. SA Ross noted that the false
"transcript" represented that Rowley had attended four years of 'sc'hool.‘ing at

"James Monroe University High School” despite the fact that SA Ross (as u/C

“Affidavit of- Senior Spe01a1 A gent John E. Neirinckx, IT -
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t

R‘*l—)had informed-the"school™ that-SARe sshadﬁeeeempleted feur years of
h1gh school The second folder contalned both a "transcript” and an "AA degree
from " ames Monroe Unlverslty" awarded to] effery Rowley 1nd1catmg that |

Rowley had fulfilled an Assoc1ate College degree. All of the documents appeared -

: ofﬁcial and bOre various "seals s1gnatures of "school ofﬁc1als'_', etc. All of- these.

- d1ploma degree and transcr1pt documents were shlpped to SA Ross by "James

i
Wa

' Monroe Un1vers1ty frorn "A + Inst1tute" after SA Ross (acting as J effery Rowley)
had srmply taken a s1ngle 20 minute test, scoring approx1mately 25% correct on
the test, attended no classes and pald $399.00 with a cred1t card

Secret Serv1ce S Second Undercover Purchase of a “Degree” via the Internet '

39. On 3/2/05 SA Ross v1S1ted the internet web site for James Monroe

' Un1vers1ty at WWw, ]amesmonroeumversny ac. SA Ross filled out an on-l1ne

apphcatlon us1ng the undercover alias of Anthony Gwynn As Anthony Gwynn,

"SA Ross submitted a short "resume" whlch stated that- Gwynn-was-a-high school

- graduate but did n_ot:ha?e any additional college experience orother-education.
Gwynn's resume also included his work experience, listing approXimately 14 years
of post high school experience. That work history included: four ,yea.rs as a minor

league baseball pitcher, five years as a customer service clerk at'BlockbuSter

) '“Afﬁdav1t of Senior Spec1al Agent J ohn E NCII’IIleX II
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V1deo btore two yearsas a telemarkTer andthree to-four-years : as an account

‘ rnanager/sales person 'for a temporary employment service. SA Ross, acting in the
u/C capac1ty as Anthony Gwynn, submitted all of the aboye false information to
be "evaluated' as advertrsed by the "J ames Monroe Un1vers1ty" web site

B "'adVisors." | |

_ 40 In his U/C capac1ty, SA Ross rece1ved an e-ma11 from

| forwardl @un1vers1ty-serv1ces net requestlng references On 3/8/05 SA Ross

actmg in his U/C capa01ty as Anthony Gwynn, composed two letters of reference
for U/C alias Anthony Gwynn, upon the e-mail request of the "advisors" at "J ames
| Monroe Un1vers1ty. In his U/C capacity, SA Ross composed two fake letters of

| reference from snpposeﬂc‘i""'co-ii"forkers" of AnthOny' Gwynn, each recommending

that he was a good "employee and should be considered for "é_r’r“lployme‘nt.'f"‘SA

Ross then sent the two “reference” letters via facsimile transmlss1on to the fax

number (208) 318 0568 which had been pro_ded”to—SA Ross—actmgasU/C ahas

Anthony Gwynn, by the "James Monroe Un1vers‘ty “staff :

- »41;.“ : 'On— 3/—11()/05» .:U/C.:alias,Anth_Qny _(j_wynn was contacted_vra e-mail to U/C |

account Agonthebedch @hotmgll com by "AdvisorJ ames ‘at -

]ames @unrversrty—servrces net. "James" 1nformed Anthony Gwynn that "James

~Affidavit of Semnior Special Agent John E. Nelnnckx II
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~—Meonroe Unwersrty” had received and.reviewed. hlsapplrcatlon mcludmghls | |

letters of reference, and stated that Gwynn "placed in the top percentage of

~ applicants" and Was eligible for his 'degree through "James Monroe University."'
The e- ma11 further stated that based solely on his work experience and two.letters
of reference Gwynn was eligible to receive e1ther a “Bachelor of Arts in Busmess

- Administration or a Bachelor of Busmess Adnnmstratlon in Busmess |
,Admmlstratlon from 'J‘.J ames Monroe University." The e—mall prov1ded an
internet link to ‘which Anthony Gwynn was sohclted to visit in order to pay for

"degree ¢ documents" and other materlals That site was hsted as:

ja.html. SA Ross linked

“to the listed site and ‘was presented with an online "llst" of posmble degree
documents letters, and yarlous "accreditation” and "equlvalency materlals. |
Using the U/C credlt account of Anthony Gwynn, SA Ross purchased via the

“-internet false degrees transcrlpts—Apostllles -a-Dean’ s—Llstcertaﬁcaterand
- numerous "accredltatlon"--~doc—-uments each—purpor:tmg-toJegatmnze»S.A_Ross
'undercover "degree and creatlng the» appearance. that "Ja ames Monroe Un1vers1ty "

was a legitimate educational 1nst1tutlon SA Ross. spent $2 454. 00 on U/C

~~~~~ -Affidavit of Senior- Specml AgentJohn E. Neirinckx, II
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A"—A:nthony'-'GWy-nn’s crédit-cardmccount- forderingv.—al-l-»oﬁéthe:ayailable' ','.degree" related
- documents over the internet.

42. On 3/ 10/05 SA Ross notified DHL supervisor Mlke Carpine thathis =

'company could expect a sh1pment of docu ents to be sent by "A+ Instltute 601

| . E Se1t1ce Way, Post Falls, Idaho to: Anthony Gwynn, 7411 Gowen Place San |

Diego, CA. Carpme 1ndlcated that he would 1ntercept the shlpment and not1fy SA -

3 Ross upon receipt.

| Secret Service’s Thlrd Undercover Purchase of a “Degree” via the Internet

| 43 ~ On3/ 15/05 SA Ross acting under his other U/C alias Jeffrey Rowley, e-
| malled h1s adV1sory contact at “James Monroe University.” SA Ross, usmg the
'e ma11 account of U/C a11as ] effrey Rowley e1ectron1ca11y requested tobe -
"”'coﬁ’s'idéfed“fo'f a"'B'achelor s degree, jmaddition to’ theJnghSchool and Assocmtes
degrees that Rowley had already recelved via "James Monroe Umversny SA )
‘“RUSS’sumettedVla e-maﬂrashortsynopsrs 1nc1ud1ngﬂveyearsef%ork expenence
“ering at” amowe theatemswdinsmult1ple years as-a-newspaper boy SA Ross '.

also stated via e—ma11 that U/C alias Rowley had completed almost one year of

home study after SA Ross had dropped out of high school

- Affidavit-of Senior Special Agent]J ohn E. Neirinckx, II |
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- 44. On 3/ 16/05, SA Ross acting under the U/C alias J effery Rowley, received
an e-mail communication at owleygolf @yahoo com from the "J ames Monroe
- Un1vers1ty" " adV1sor conﬁnning' that he was eligible to receive a BachelOr's |

degree from "J ames Monroe Un1vers1ty ' The context of the e-mail Was exactly

- the same as had been sent to U/C alias Anthony Gwynn. The e—mall from

- forwardl @un1vers1ty—serV1ces net stated that Rowley quahﬁed fora Bachelor of

' Arts degree based solely on the fact that he was purportedly an elghteen-year-old
high school dropout who had paid recently fora bogus High School and AA

degree through "J ames Monroe University."

o 45, On 3/ 17/05 SA Ross was telephomcally contacted by DHL Freld

Supervisor Mike Carprne who mformed him that he had successfully intercepted a
‘ ‘package shrpped from "A + Instrtute, A. Hensley, 601 E. Seltice Way, Post Falls,
" IDto the U/C alias Anthony Gwynnvrn San Diego, Ca_hforma. SA Ross informed

: 'Carpme that USSS Resrdent Agent In Charge (RAIC) Kevin Miller would pick up

the package on 3/ 1 8/05

46. On3/1 8/05 RAIC Miller responded to the DHL Field Office on Alrport
Way in Spokane Washmgton and took possession of the aforementloned

intercepted paCkage Wthh had been shlpped by "A+ Instltute to Anthony

- Affidavit of Senior Special Agent John E. Neirinckx, II'
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-Gwyn, 74‘1"1' Gowen Place; San Diegot;fialifornia%T’he~~package; fo_-rf:-yvhich U/C
- a11as Anthony Gwynn had pa1d $2, 454 included: | |
- A "degree” 1nd1cat1ng U/C alias Anthony Gwynn had obtained a BA
in Busmess Administration from J ames Monroe Unlver31ty,
"Ofﬁ01al transcrlpts from “J ames Monroe Un1vers1ty falsely
- representing that Anthony Gwynn had taken four full years worth of
college classes;
-A document entltled “Degree Authentlcatlon Attestation” |
| repreeenting that “R1chard Novak, D1rector of the Un1vers1ty
Services, Inc., and the Registrar of the James Monroe University,
hereby solemnly declare and certify that the Degree of Bachelor of
C T ATsin Major(s) Busmess ‘Administration and the “Transcript with: all

other documents for: Anthony Aaron Gwynn are fully earned

h ’erﬂTed""‘and graﬁted'
‘ Y-A document ent1tled “Dean’ s List Certlficate‘ofﬂchlevement’ and -
- awarded’ by““J ames Monroe Un1vers1ty to Anthony Gwynn
| -A “James Monroe Un1vers1ty” acadermc records summary for

| Anthony Gwynn cert1fy1ng a 3.36 grade point average.

~-Affidavit of Senior Spe01al Agent J ohn E. Ne1r1nckx I
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-AAanunated/Alumm D Card’:m the. nameof Anthony.Aar.on. o
Gwynn from “J ames Monroe University.” |
- 47. On 4/ 1/05, SA Ross, working ina u/C capacrty as Jeffery Rowley, -
- completed the aforementroned transactlon offered by “James Monroe Um\lersity” -
W complete a Bachelor S degree SA Ross linked to the followmg internet link as
. prov1ded by his adv1sors from « arnes Monroe : WWW. umversrty‘ .
o . s1te,» SA

i html. At the listed 1ntemet

e—Law” using Conﬁdentral Funds, as well as .

“B achelors of Pr

eda
“letters from

' Ross purchas
‘transcrrpts > and

nts including assoc1ated
U/C Rowley

ost $1 173 00 from the

eted a transactron for UIC

varrous assocrated docume

Un1vers1ty Staff”. The entrre purchase C

Account It should be noted th

at this purchase compl

1dent1t§ “] effery Rowley' in-which Rowley was allowed byﬁ] ames Monroe—
ed 1mmed1ately by an AA

chool Dlploma, follow

IjaW~4lesp1telnsJoemg’an,18 year

- University”  to purchase 2 ngh S

“Bacheler s Degreein Pr

negree~andthen a~l
ed work history-

ol dropout with limite
DHL

old high scho
On 4/8/05 SA Ross T
nformed SA Ross that

eceived a telephone call from Mrke Carpine,

48.
the expected document package from A+

Supervrsor, who 1
 Institute sent t0 the U/C alias’
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|

: | vv;_...heldfor p1ckup by the Secret Service at thebHL Field ( Qfﬁce .,The;fr-audulent |
documents were subsequently plcked up by SA Ross at the DHL F1e1d Ofﬁce.
49.» On 4/1 1/05 SA Ross reviewed and 1nventor1ed the newest aforementloned
:package sent to the U/C ahas ofJ effery Rowley. The shlpment of documents, for

- wh1ch “Teffery Rowley” had paid 1 173.00 1nc1uded |

- - Two official cop1es of degrees” BAin Pre-Law frorn “James
.Monroe‘Univers1t;§"v.;; ‘- | |
- “QfﬁciaI‘Uanscr}iiots7’ for four full years worth of college classes
. wh1ch never occurred
- Numerous supoortrng letters and documents from the

“admmlstratlon at “J ames Monroe Un1vers1ty

50. On 5/3/05 SA Ross placed a recorded telephone call to (208) 777-9704.

The phone was answered by an 1nd1V1dua1 1dent1fy1ng herself 1n1t1a11y as “OTAC”.

SA Ross acting in an undercover capac1ty 1dent1ﬁed hlmself as “Bob Wmthrop
from the Transportatlon Secunty Adm1n1strat10n (TSA). SA Ross 1nd1cated that

he had received a job application from a person named Jeffery Rowley who was .

_Affidavit. of Senior Specml Agent John E. Nemnckx ) I
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| applying- teﬂbe a baggage screener for- TSA (Note J effery Rowley is the identity of‘ |

| SA Ross’ previously estabhshed UIC role to obtam multlple fraudulent |

| degrees/diplomas from James Monroe Un1vers1ty). SA Ross stated that he was |

. calhng “OTA ” to verify the acadennc credentials as liSted on Jeffery Rowle_y’s -
application. The woman at ‘ OTAC” 1dent1ﬁed herself as “J ennifer Greenef’
: (verlﬁed spelhng) When questloned she stated that she is located m Delaware.

; However Detective Bryan Tafoya, Spokane Pohce Department subsequently
11stened to the recorded conversatlon and determined that the voice of Jenmfer.
Greene was remarkably similar to the v01ce of Robert Markishtum, who -

a Detective Tafoya 1nterv1ewed at Suite 8B in Post Falls Idaho. Ms. “Greene”
indicated that she was looklng into her computer database to query for J effery
“"RowIey- ‘G‘reene then confirmed- thatRowieywas-mdeed a-stadent and had |
- achieved both an AA degree as well as a BA in Pre Law from “James Monroe |
—Umversrty”’Whenquestloned bySA—Ross—abouthpeakmg to professors orto an
- -~ —advisor, W Greene” stated- thatehewould locate an approprlate md1v1dua1 to
speak with and would have that person call * Bob Winthrop”. SA Ross provided a

telephone number for a return phone call to “Bob Wmthrop

v‘~Afﬁdavitef—Ser—1—iori—S-pecial Agent John E. Neirinckx, IT
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" 51. - On'5/9/05; in re'sponse*to~>'a*'~subpoena-;%lerizon Legal --Compliance;-~San
Angelo, TX indlcated that number (2108)‘777-9704 rolls overto a mam number of
(208) 177- 9707 and is b1lled to AEIT at 601 E Seltice Way, B—8,'Post. Falls, [D |
52 On 5/ 19/05 acting in an undercover capac1ty, SA Ross placed a recorded
B | ‘telephone call to (208) 777 9704 The phone was answered by an md1v1dua1- .
1dent1fy1ng herself m1t1ally as ‘OTAC” and later 1dent1f1ed as “J ennlfer Greene.”

“SA Ross agam 1dent1ﬁed h1mself as “Bob Wlnthrop” from the Transportatlon

' Secunty Adm1n1strat10n | “Greene aga1n stated that she was located in Delaware_;
desp1te the fact that SA Ross knowingly called a phone number reglstered in Post

| Falls Idaho. SA Ross asked “Greene” if “James Monroe Unlvers1ty is fully |

' accredrted to. wh1ch “Greene responded that it is., . SA Ross further 1nqu1red as to
wli_t'her or not “‘lamesﬂmﬁ‘th?samreqmﬂmﬂie well -
known on-l1ne'Un1verS1ty of Phoemx “Greene” responded that “J ames Monroe

Un1versrty” is equlvalent in accred1tat10n to the Un1vers1ty of Phoemx SA Ross

: also questioned “Greene” about the course work and degree program at “James

Monroe University.’ He asked ‘Greene” 1f students who receive a degree from

“J ames Monroe Un1ver31ty” are requlred to take 1nd1v1dual classes/courses, and

take tests and complete study programs for each class. “Greene” answered

- Affidavit of Senior Special Agent John E. Nemnckx I
44 of 137

_Spokane_£final. wpd




 —affirmatively; that the on-line “James ‘MOHIO‘C‘UniV'erS‘i’CY ”‘;PYO’g»fam‘dOéS“‘YCQUire
full course work for each class and degree program.

: Secret Service’s Fourth Undereover Purchase of a “Degre v1a the Internet

53, On 4/ 19/05 SA Ross, actmg in a U/C capacity, logged into the “James

Monroe UniVersity” webslte at WWW. 1amesmonroeun1vers1tv .ac. At the web site,
SA Ross submitted' aul‘.‘applicatlon .and “evaluatlon under the U/C alias of

- “Mohammed Syed’ SA Ross completed an online form at the web site in which
he included supposed ‘blographlcal 1nformatlon” for “applicant” “Mohammed :
Syed”. SA Ross stated that Mohammed Syed has no formal education, but has

N obtalned mu1t1p1e hours of tralnmg in chermstry and in engineering W1th the Syrlan '

Army SA Ross mdlcated in the app11cat10n that Mohammed Syed’ s work

; expenence pnmarﬂy con31sts 6f a fifteen year career in the Syrlan Army as'a

* chemist and chemical engmeer SA Ross further mdlcated that Mohammed Syed

" is-silld Syf“i?ﬁTtﬁTiRﬁ;Bﬁt'ﬂi”ﬁfS'}Té(i is cuﬁeTiﬂyWSItmgﬂleHmted States and
“~would Tike to qulckly obtaiti “college degrees” so thathe eou'l'd"ﬁﬁd*‘employment

'and obtain-an H1-B Visa to remain in the Umted States. SA Ross subrmtted

“Mohamnted Syed’s” fictional _“application” for review by “J ames Monroe

evaluators”. SA Ross also subsequently created two fictional “letters of reference”

Affidavit-of Senior-Special Agent John E. Neirinckx, II
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| ‘purportmgtoJoe wrltten in support-of “Mohammed Syed” SAﬁROSs-._forwardedthe
| 1etters via facsimile to the fax number provided on the “James Monroe Un1vers1ty |
| webs1te (202) 318 0568. SA Ross 1ncluded an U/C e—ma11 address of . |
: masyedholland@]uno com as his contact mformatlon for Mohammed Sye
54 On S/ 13/05 SA Ross received an e-mail to his U/C e-mail account for
- “Mohammed Syed” at masyedholland@;uno com, from “J ames " at

_ »forwardl @umversny-servrces net. “James” stated that he was an “adV1sor for -

- “James Monroe Umversrty and he asked for additional 1nformat10n from
“Mohammed Syed” SA Ross was asked to prov1de further spec1ﬁcs about which |
partrcular degree he was seekmg SA Ross rephed to the e- ma11 from “J ames”,

a ,statmg that “Mohammed Syed” would like both a BS and a Masters degree in

" Chemical Engmeermg- ’- .
55. On5/ 14/05 SA Ross recelved an e- ma11 to hlS ‘Mohammed Syed” U/Ce-

"""" m aTITCGOu_t‘t THasy edhollan'd@ uno.com, fromJ‘advrsor ¥ anres—at

e '—‘rrraii“'informedJ‘Syed”"ihat he would be

‘unable to obtain a chermcal engineering degree because ‘James Monroe” does not

haVe “faculty” in that specific area. “AdvisorJ ames’ mformed “Mohammed” that

~ Affidavit-of Senior SpecralA gent J ohn E. Nelnnckx 1I
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“""i‘ﬁﬁ‘éﬁl,‘ 'lfe—wouid—bé"abi’e‘tO"—obtain"-‘*"de“grees"~in-:cheﬁﬁs:try;%nvi~renmeﬁtal»7:-.;- N

- engineering, or both.

- 56. ~ On 5/17/05, SAAR(')ss récered an e-mail to his U/C e-mail account for

Mohammed Syed at masyedholland @juno.com, from “James” at

for’wardlv@universitv-serviées.net.} The e-mail stated thaﬁ “Syed” qualified for |
- multiple po.ssibl_e “degrfe,:‘es.”' The entire text of the e-mail instructing “Mohammed
“Syed” about how to prbi;ééd and how to pay, is included below:

Dear Mohammed, - . |
Thank you for submitting your application to James Monroe ' .
" University for our consideration. After reviewing* your PLA Report
and other submitted information, our Office of Admissions is pleased
to announce that you have been approved for the degree: '
Bachelor of Science in Environmental Engineering
Bachelor of Science in Chemistry |
. ‘Master of Science in Environmental Engineering
__ Master of Science in Chemistry ~—~
~ James Monroe University takes pride in its graduates. Your
evaluation placed you in the top percentage of applicants, and you
_ can be very proud of the education you have attained through
B "nbhﬁ_trﬁai'tlonél“meaﬁS‘."" e — —"
| Multi-Nationally Accredited and recognized the world over, James
R ":,“LMon,rf(')fé]_JﬁiﬁéfEif}‘i'Toﬁks“-fOfWard to addin'g“your"nameJco-its—Iistﬂfw -
high-achieving alumni. We know your degree will enable you to take
a giant leap forward in-your career while giving you a personal sense
of achievement and satisfaction. We look forward to hearing how.
your James Monroe University degree changes your life:

j’AffijdjaVit“‘de‘eni’orS‘pe'éial'"'Agent John E-Neirinckx, {1
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————All that remains-is-for you-to- pay- the-graduation-fee. Youmay pay.- —
online at: http:// Www. university- _—
© services net/]amesmonroe/fp ja.html
We accept Visa, MasterCard, American Express, PayPal, bank wire
- transfers, and checks. Once your is graduation fee i paid, your degree
and supportmg documents will be shipped to you by courier.
If you'd prefer to pay by phone please e-mail us your phone number
and best time to call and a payment agent will contact you. ..
~ Although we do not anticipate an increase in fees, please note that the -
fees quoted at the website today are guaranteed for 30 days only. If
you respond after this time period you w111 be respons1b1e for any
additional fees that may be in effect. | |
Please let me know if you have any questlons or if I can be of further
- assistance. We look forward to welcoming you to the James Monroe
~ University Alumnl'
- Sincerely, i
James Hunter, Adrmss1ons
James Monroe University : .
~ http://mymail. marketrends net/src/compose. php?send_to=james%4_0university-

- serV1ces net

'SA Ross then 11nked to the above-hsted payment s1te, and filled out the payment

request form under the name “Mohammed Syed”. The payment form prowded the

degrees as he wanted SA Ross

' oppurtumty for ¢ Syed” to purchase as many

S— g e 4 i et e

purchased a BS in Chenustry, a Masters in Chenustry and a Masters in

Envnonmental Englneermg The total cost for the three “degrees” was 11sted as

| $1277 00. The payment form also provrded the opportumty for ¢ Mohammed

Syed” to “backd_ate” any of his “degrees” and choose whatever date of completion

- Affidavit of-Senior-Special Agent John E.Z.Neirinckx, nm
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he would like. SA Ross indicated that. the BS.in Chermstry should be dated 2002
the MS in Chemistry in 2004 and the Masters of Engmeenng dated 2005 SA

" Ross submitted hlS payment form, the Mohammed Syed U/C credlt card was

' charged and the transaction completed

57. Also on 5/ 17/05 SA Ross sent an e- ma11 to “Adv1sor J ames at

» forwardl un1vers1tv-serv1ces net, from “Mohammed Syed” In the e-ma11
- “Mohammed” stated that h1s true mterest is to acqurre the advanced degrees and
then obtaln an HlB V1sa to stay in the US. SA Ross asked “James’ Wthh degree
| would work best to obtam such avisa.
~58. On th1s same date, 'SA Ross rece1ved a reply e-ma11 from “J ames” to' |
“Mohammed” ,stating to “Mohammed”: “I would need you to conﬁrm with them
‘that they W111 accept e1ther degree | | o
~59. On 6/6/05 SA Ross recelved a telephone call from Mike Carplne at DHL
- Shlppmg in Spokane WA Carpine 1nformed SA Ross that his ofﬁce had.
| possession ofa package addressed to Mohammed Syed 1711 Aviation Way,
‘Colorado Springs, CO 80916 “SA Ross noted that this is the address which he had-
provided to “J ames Monroe Un1vers1ty” for the purposes of sh1pp1ng Mohammed

}Syed’ s” “degrees”. Carpme 1nformed Ross that this package had been shlpped via

.'..',.A-fﬁdavit}of_Seni.o.r..S,pecial Agent.] ohn E. Neirinckx, II
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Unrtedﬂtates -Postal Service. However, beca use- the address of 1711 Avratron
: Way that SA Ross had provided as «“Mohammed’s” address is really the address .
for DHL Sh1pp1ng in Colorado Sprrngs CO, the package was received. |
ccessfully by DHL and forwarded 1mmed1ately vra DHL air shlpment to the
- Spokane ofﬁces of DHL |
| 60, On this same date, SA Ross responded to the DHL Ofﬁces atthe Spokane
B Arrport and recelved the package addressed to Mohammed Syed’ SA Ross
| revrewed and 1nventor1ed the contents of the package. The shlpment mcluded-
twelve (12) documents, mcludmg three ‘degrees” in the fields of ‘BS, Cherrustry_”, |
“Masters in Chemlstry” and ‘“Masters of Engineering in Envrronmental |
| Engrneerlng The addltlonal documents 1ncluded in the packet were supporting |
documents purportrng to be ofﬁcra ”? letters and transcrrpts in support of each '
of the three “degrees Also 1ncluded in the packet were multrple wallet cards”,

_“(small plastic copres of each of the three degrees plus alumm cards”) 1nd1(_ atmg, |

that “Mohammed Syed” has all the ri ghts of a ‘] ames Monroe Alumni” mcludmg

“event. drscounts The “degrees and transcrrpts > bore * ofﬁcral seals

represented as the true seal and or embossment of the umversrty stating that the

i documents would be illegitimate without those ‘seals”.
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6l On3l’7l05‘and5/

f

. 45 Internet SEFVIC
/05 SA Paul Kempp

clated websites (www.jamesmonreeuniversity.ae, S

yisedu.org) which claim t0 be

- Market
aiﬂ_en, USSVS , determihed there tO be

at least three r

- www.robertstownuﬁiversigy' ac,
SA ‘Kemppainen .subse_quently used wWw.Arin.net7 S

online .“universitiés”.
- eWhois’ tool and deterxrﬁned the aforementioned web sites _corresporid to the
following internet proyidef (IP) addresses.

216.171.21728 '(james.momoeuniversity.ae)
: 216.171.217.187 (robegtstownuniversity.ac)

216.171.216.203 (saintl.jegisedu.org)
» the suspects caused

62. To receive pay_ment for the sale of fraudulent “degrees,
accOunts to be set up.a(t PayPal. Recerds received .from'PayPal en}2/‘3/05, indicate
“the flow 'Ae_”fﬂrhaﬁe—yfg ing into and out of various PayPal accd_unts. The following

| e-mails' proVided by PayPal indicate the e-mail addresses attached t0 the accounts
"~ "as being used fo contact the account hﬂd’éfs“:"f""" — | | '

FRJ ames@advancedu.or

' info@saintregl
info@advancedu.or
info@a lusnow.com
stephen@ advancedu.ors
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-info @robertstownuniversity.

63. Www.Arin.ne’t’s “Whois’ lookup'tool showed that all of the domains listed .

: above e1ther in conjunctron with a web address or an e-ma11 address were host‘ed _
, ‘by Marketrends Productlons 5555 Joanway, Loomis, CA 95650 |
N 64. A search warrant was executed on May 6, 2005 at Marketrends for e-mails,
records and logs assocrated wrth these domam names and e-mail addresses.
: Accompanymg these e- hralls were logs of IP addresses captured by Marketrends

from remote users accessmg the correspondmg mailboxes. Marketrends owner

Matt Tourtlllott provrded an accompanymg statement in Wthh he wrote that e-

: malls from p_ayments @samtregrsedu org were collected ina folder t1tled
“‘payments’. -
‘When lookmg at the IP logs for the” payments folder, the IP address

© 65.101.109.164 was captured 3/10/05 at 10:52:18 PST. An Arm Who1s lookup
showed that this TP address is owned by the Qwest Corporat1on——When

| 'subpoenaed 6/ 13/05 Qwest stated that the IP address was- leased 3/10/05-from
00:01 — 23:59 PST by client Steve Randock and provided a billing address of
14525 N. Newport Hwy, Mead WA 99021 In addition they stated that the

~ physical location of the modem was 3127 E. R1ver Glen Dr., Colbert, WA.

" Affidavit of Senior Special AgentJohn E. Neirinckx, Il
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65, .-.Ma:c.l;etr,ends,,was~subp.oenae¢again.on_6ﬂ.3/05 for connection records

. (captured IP addresses) in conjunction with the following e-mail accounts:

- info@advancedu.org
info @saintregisedu.org
info@aplusnow.com .
info @robertstownuniversity.ac
payments @saintregisedu.org
- admissions @university-services.net
. Stephen@advancedu.org
frjames @advancedu.org

.”When looking at the IP logs captured in_eonjunction with access to-the .
info @advancedu.org mﬂailbox, the IP address 63.22‘7.1,00.226 was captured seyeral
_ _times between June 21, 2005 18:26:37 PST and June 22, 2005 }0’0':49:27 PST.
Additionalls', the IP address’63.227.1ﬁ03.140 was captured several times between
June 23,2005 15:00:04 PST and June 217, 2005 22:14:13 PST An Arin ‘Whois’
llookup showed that both of these IP addresses are ‘owned’ by the Qwest
| Corporatlon When subpoenaed 6/29/05 Qwest stated that the IP addresses at
these times were again leased to chent bteve Randock and prov1ded a bllhng
_address of 14525 N. Newport Hwy, Mead WA 99021 Inaddltlon they stated that |

- the physical location of the modem was 3 127 E. River Glen Dr., Colbert, WA.

- Affidavit of Senior. Specml Agent John E. Neirinckx, II
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It

: _66..__A summary of some of the e-mails received from the May 6, 20()5, |
Marketrends search warrant included the following: -

" Message ID# '
'1581.172.199.33.95. 1096741871 squirre] @mymail. marketrends.net

Date: Sat, 2 Oct 2004 11:31:11 — 0700 (PDT)
Subject: Liberia and India and Panama
From: “University Services” <forwardinfo @un1vers1ty-serv1ces net> .

To: Stephen@advancedu org,degrees@un1vers1g[-serv1ces net

Message from “D1x1e” to “Rick” describing that Canyon College and

Breyer State are w1111ng to send him to other “countries”. She states
- that “Prince Porte is.involved”. She tells “Rick” that she would like to
. set up a new “school” without a “h1st0ry” She requests that “Rick”

and “Steve” discuss a name for the new “university”. Message was

signed “Dixie”. = .

‘Message ID#._.

2170.209.126.206. 86 1111606670 sgu1rre1@209 126. 206 86
Subject: Re: “Credtl card and blank check signed” ‘ ,

e Rrome “Umver51ty Services” <forwardinfo: @university- services.net>
To: “ans credit card needs to be in VEDMURTHY SARVOTHAM” -

anved @hotmail. com

Message-from-“Dixie’ mt@-‘-ﬂedista-t-ing_thatfsheneeds_credit. and debit

| cards that are not in “our” names. The cards are needed Lo make

---“purchases, transfers, -payments;-etc.”-“Dixie” states-that she must be
able to use cards and checks in “Ved’s” name. She is requesting that
only “Ved’s” name appears, but that “Ved” pre-signs the checks for

" her use. She states that she has never paid more than 10%, but is

- willing to pay “Ved” 20% in order to use “Ved’s” identity. “D1x1e
states that the reason is for “pnvacy” for the purposes of reglstenng
domams or purchasmg items for the “schools”. :

. Affidavit of Senior Special Agent John E. Neirinckx, II
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Message ID# 200503121815 ]2ClFBVm021290@ svr4. marketrends Jet
Original Message:
- From: University Admin
~ To: degrees @uinversity-services.net
“Sent: Fnday March 11, 2005 10:38 PM
Subject: “no more porch monkey”

Message believed to be from Dixie, to “Rick” using obscene language

- to describe her anger at Dr. George Gollin due to the
“saintregis.edu.lr” domain being shut down. She expressed that she

felt that she deserves protection from Dr. Gollin and that if the
domain is not restored, “they” will not receive any further -

. compensatlon

' Message ID# 200503150509, 12F59PZKO91 143 @relav marketrends net

To: forwardinfo @university-service.net :
Final- Re(:1p1ent RF(C822; brad@edward_]blake_]r com

- The message, signed by “Steve and Dixie- Randock (509) 466-8829”,
to “Brad” references the issuance of “44 blank degrees to Shafiq’s

~ fake St. Regls Un1vers1ty”

} 0_3/ 10/05 From: “_Umverslty Admin” forwardinfo @university-
service.net; to John McLaughlin regarding her “reference to the
~—already “chartered” medical-college that is a front for other
schools...”. In an earlier e-mail exchange between the two on
03/05/05, “D1x1e” signor of the message, states, “I don’t think you
need to mention the medical school as any kind of “front” or it may
sound as though we are trying to exp101t thls country as well”.

03/12/05  From: “University Admm” forwardmfo@umversny- ,
service.net; to “Rick” sending a message to “Porte” regardmg the

~Affidavit-of Senior Special Agent J ohn E. Nelrmckx I
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revocation of their “.Ir*extension website by Randy Bush, top lével |
domain registrar of Liberian domain extensions. The message is - |
signed by Steve Randock. ’ .

03/12/05 From: “Icorreia” (Luis Correia, Atrium Incorporators); to
“Steve” at “University Admin” forwardinfo @university-service.net
regarding confirmation of an organization in France authorized to

" bestow degrees. In the message, it is explained that Mr. Correia will
assist in the search for officers, instructions for incorporation of their -
US LLC company in Delaware (Collines de Fontaine, LLC), the
opening of an off‘s‘fl'ibre bank account, and dedicated phone numbers.

03/24/05  From: “University Admin” forwardinfo@university-
* service.net; to Jallah Faciann and Prince Porte, asking them to use
their influence to restore their presence in Liberia. - |

67. In addition to thé""“feziﬁiai_ls and IP logs obtained from the search warrant

| ‘5/6[Q§;,~Z_Mqr_l_ge~t_vr»egds"alsé“p_r_gyriglcq c;}}rstpqieirrrgcords to indicate the following
customer, .

A Plus Institute
Dixie Randock ‘
14525 N. Newport Highway =~ | S
509-468-2728

had paid for a number of services. Among them, the hosting of the domain

www.advancedu.org on 3/15/01 with additional servicing on 10/11/2001, and an
invoice charge.for web hosting of wWwfsaintregisedu.of-g on 11/.1.'-7/01.

" Affidavit of Senior Special Agent John E, Neirinckx, IT
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|  68. “SA Kenippainen performed a www.samspade.org ‘who-is’ query on 8/5/05,

and b_oth Www.advaricedu.org'and www.universitv—services.net show some of the -
same contact information for the registrant. In particular:
'FF Private
432 Main -
.~ 'Washington, DC 20003
' e- ma11 address: 1nfo@abcdegree com
| Customer records from the 5/6/05 Marketrends Search Warrant also 1ndicate that
".» elie_nt: “A+ Institute, 14525 N. Newport Highway, Mead, WA 99021-9636" was |
~ sent an invoice for maintenance on the domain abcdegre_e‘.com on 9/23/2002.
A www.samspade,org ‘who-is’ query on 8/5/05 of jarnesmonroeuniversity.ac

Shows’ registrant info.'r'matienas “J allah Faciann, Mechlin Street Behind Ministry'

of Education Monrovra na na Lr

| A www. samsp_ade org ‘who-is’ query on 8/5/05 of 0bertstownun1vers1ty calso

: , shows “J allah Fa01ann,- Mechlln Street Behlnd Ministry of Educatlon Monrovia na

na Lr ” as its registrant 1nformat10n T

‘When commumcatlng with info @un1vers1ty-serV1ces net on 4/5/05 in regards to a

partnershlp with “J ames  Monroe University” (descrlbed in more deta11 1ater in this

affidavit), SA Greg Ross discus'sed said partnerships W1th someone who called

B Affidavit of- Senior Special Agent John E. Nelnnckx I
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1

| him/herself“Jallah Faciann.” (It should be-neted that Riehar'd Nevfa.l:-c in»ade.

stetemehte to U/C SA Ross fhat “i allah Faciann.’; is a Liberian erhpio&ee working .

for_Richard Novak and the greup‘ operates “St. Regis University” and “James o
.~‘Me'nroe University”.) Thie indicates a dirlect‘link betweenthe - -

- . jaﬁiesmonmeuniversity" 4c, fobertstewriuniVersity.ac, and uniyersi.gg': 4seryiees.net

domains.

A wWw.samsnade.org ‘Wﬂo;is’ query on 8/5/05'of the www.nationalboaraedﬁ.com '

admin@webmarche‘com: In the customer recofds prov1ded by Marketrends '
5/6/05 an 1ev01ce on 9/ 1"2‘)2002 shows hostlng for the domain webmarche com as
billed to “A+ Instltute 14525 N Newport nghway, Mead, WA 99021 9636 ”
Mailbox Forwardmg Serv1ces - |
 69. On 3/11/05, Your Afﬁant 1nterv1ewed Mlchael Ph1111ps owner, The UPS
_Store (fonnerly Mall Boxes Etc.), 611 Pennsylvanla Avenue, SE, Washmgton,

" D.C. 20003 202/543 0850 regardmg mail box #211 at that same address (It
should be noted that box #211 has been linked to not only the "Official T;anscript
Afehive Center", but also the "Children;e“i:";ueur"e 'i;l;ust"). Philli}v)vs stated that on

#211 has been used strictly as a mail forwaiding box since it was 'opened by Steve

- Affidavit of Senior Spe01a1 Agent J ehn E Ne1r1nckx 11
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| Randock;and- that—themajorltyoﬂhe—mall pertalned to "official transcrlpts

- Phillips stated he closed the mallbox on 10/17/04 when he suspected somethmg

1llega1 was taklng place with the mailbox after not bemg able to contact Steve
‘Randock.

. 70.’ Also on 3/11/05, Your Affiant personally reviewedv the 'records for mailbox
© #211, UPS Store, 611 Pennsylvania Avenue, SE, Washington, D.C.'20003..

,_ Reoords indioate that the mailbox was opened on 1/18/01 under the name of Steve
Randoek, 312] E. River Glen, Colbert, WA 99605, 509/468-2728. The
identiﬁcation used to open the mailbox was a WashingtOn State driver's license
" ':(#RANDOSK615L8) in the name of Steven Karl Randock, and a United States
Passport (#0727901 17) in the name of Steven Karl Randock date of birth 6/28/39.
The mallbox apphcatlon indicates that "Official Transcrlpt Verlﬁcatlon Center |
" 'and "Steve Randock" are the authorized recipients of mail for box #211. Also
listed on the rnailbox ‘application vvas the bnsiness address for the "Official |

" Transcript Veriﬁcation Center" as being 14525 Newport Highway, Mead, WA,

509/468 2758 Another record located in the ﬁle for mailbox #211 included a copy
of A1rborne Express airbill #18087398652 addressed to "Jeff" at 611 Pennsylvanra

_Ave., Washington, D.C., from "A. Hensley, A+ Institute, 14525 N. Newport Hwy,

- Affidavit of Senior-Special Agent J ohn E.-Neirinckx, II -
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i

| --Mead WA, 500/465-4343." PR #ﬁ.ﬂ S
71”. On 3/ 10/05, Your Affiant personally 1nterv1ewed Valdez Ray, Owner
PakMail, 1812 Marsh Road, Suite #6, Wilmington, DE, regarding box #242 at that " |
business. (Box #242 at the 'aforementi'oneﬂd address is listed on the "James }Monroe‘ '
University" school transcript received by SA Ross for the U/C alias Jeffery, .
- Rowley. This "school transcnpt" also 1ndlcates that box #242 is the "Dlgltal
| Archlve Admlmstratlon""’ efflce for "Transcript Venﬁcatlon ”). Valdez Ray
explained that PakMallwlaha shlppmg business that also maintains. 1nd1v1dual
mallboxes Ray stated that box #242 is one of the individual mallboxes at his
business location that wa“s‘set up purely as a mail forwardmg mailbox. Ray stated
- ‘mailbox #242 was opened on 10/2/03 under the name of Steve Randock 3127 E.
““River Glen Colbert Washmgton and that accordmg to the mallbox apphcatlon
* the persons/businesses entltled to receive mail at that box are "Official Transcnpt
';Verlﬁcatlon Ctr*-and "S aint-R-egisEdueati'enale-Sefv-lees——--~»—»—R—ay»-stated«he checked
' ‘malibox #242 for any mailhe-had yet to-forward to Steve: Randock ---and in
mallbox #2472 were two pleces of mail; oneaddressed to "Ofﬁmal Transcnpt

Archive Center" and one addressed to "AEIT."

72. Between 3/10/05 and 7/15/05, numefons other letters addressed to “AEIT?
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5:»v;-+18—1—}Marsh—Rd:,*s6-2—927Wilmin;g»ton-,»-alsE” ;haw-_e:beenreceiMed.w_at...BakMail, and

acco‘rdin'g.to 'employe“e janice Steffin, have been‘subsequently forwarded to 14525

’ Newport Hwy, Mead, WA. |

-' ‘,_73_,. Records recelved from Federal Express revealed that between 12/31/02 and

| 3/25/05 there were forty-one (41) shlpments received at 14525 Newport Highway,

Mead WA from either 611 Pennsylvanla Avenue #211, Washlngton D. C

;V (address of “Official Transcript Verlﬁcatlon Center”) or 1812 Marsh Road Su1te _
6-_242‘,_Wilmi_ngton, DE (address of the “Official Transcript Archlve Center”).

4 Records indicate that numerous different individuals si gned for the receipt of the

. shipments to rnclude_:_ ,l‘,‘S..Randock,” “L. Randock,” “A. Hensley,” and “R.

Marklshtum | | |

Undercover Negotlatlon For The Purchase of School or Accredrtatlon
'74.  On 4/5/05 SA Ross visited the “James Monroe Un1vers1ty website at

“WWW: ]amesmonroeumversuy ac. SA Ross: 11nked to the “contact us’l-sectlon of the

UTSItE I wnmu he was ableto- createand send-an: e-mail via*James Monroe

Umversrty’ s” own template SA Ross, utilizing a U/C of “Gregory Roberts”,
created and sent a message to the “James Monroe University” administ'ration. The
message from “Gregory Roberts” was sent as follows:

- —Adfidavit of Senior Special Agent John E. Ne1r1nckx 1I
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L Hello .
> My name is Greg Roberts and I am very impressed and interested

in what you have established here in James Monroe U. I am the
President and one of the Proprietors of Randolph Addison Davis
Technical Un1vers1ty online (www.radtu.net) We are in the process

of researching the industry and establishing our presence :
appropnately Your school and internet presence is very well done

“and yours is one of a few schools I'm interested in learning from or
perhaps partnering with. Do you engage in any such partnerships or -
would you be willing to negotiate for information pertaining to |
accreditation in Liberia and/or through the other accrediting
orgamzatlons 11sted in your site? Thank you for your consrderatlon -

> .
> Gregory Roberts

> President N

> Randolph Addlson Davis

75.  On4/6/05, SA Ross recelved an e-mail reply from info @un1vers1ty—

services.net to his U/C e—mall account as estabhshed for “Gregory Roberts

- greg rrrthedesert@hotmarl.Com. The_ 'reply from “James Monroe University” was

sent from “Jallah Faciann” who is listed on the “James Monroe University’f site as

one of their administration officials. The reply from “Jallah Faciann” was as

'follows - L

Dear Gregory, .
~We may be interested in some sort of partnering. As you know it
~ takes many years and a huge financial and commitment investment to
become accredited hy a Minister of Education, and also many
connections and loads of work to get the ancillary and support
services one needs to effectively offer a great online school. -

--Affidavit of Senior Spec1al Agent i ohn E. Nelrmckx II
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-=-—=Regardless of the quality'of your programs your students will-still
expect and need to be able to have their degrees evaluated by
Members of AACRAO and NAFSA as equivalent to US regionally
accredited degrees. Our schools have this advantage. Many may also

* require apostilles and authentication services for transfer to other
schools, immigration and to use their degrees in other countries. You
will also need quality printing services, certified PLA evaluators (if
you are going to offer credit for Prior Leammg) and many other
services). Please tell us more about your school faculty, programs,

‘location, etc. Once we have a good picture of what you are doing we
will offer you options that may be helpful to your particular need.
Best of luck to you! Please contact us anytime for assistance. You
will find our staff very accommodatmg and helpful.

Sincerely,

J allah Faciann

- 76. On 4/6/05 SA Ross provided additional mformatlon to “Jallah Faciann”
| about “Gregory Roberts” and the non-existent “team” purported to be 1nterested in

a partnershlp with “J ames Monroe Umver31ty” SA Ross 1ndlcated that Randolph |

Addison Dav1s University (USSS U/C web site created by bA Paul K‘emppamen)

" will be an online technical “university” providing “degrees” based upon “life

e;{pehence” and the student’s Wi"l'liiﬁ?giié‘ss:t‘—’o 'pé?“tﬁ@”fee‘.’ =
77”_“OW7/05 ‘SAROsS Teceived another e-mail T repiy from *Jallah Fac1ann” at
“info @un1vers1ty-serv1ces net to his U/C e-mail account for “Gregory Roberts.”

“Famann s’ e-ma11 expressed fuIther 1nterest additional 1nformatlon about onlme

. “university” establishment and a proposal-»for a meeting. The message was as.
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follows

Thank you for the information. I personally feel that you have a good'
basis to begin an excellent school. You have contacted us at a very

- good time, as the head of our Board has expressed a desire to at least
partially retire and is discussing selling or partnering or turning over
operations or affiliation with a stable organization to allow some
freedom from a demanding position.

. Please tell me where your school will be located and llcensed Thisis ~
a very important factor and I may be able to give you some helpful
advice to help you deal with and overcome the many limitations of
laws regarding hlgher education regulations. -
One university we-are currently talking with (for a possible sumlar

‘arrangement) is 100% online but based in one State that is
accommodating. They too are in need of the many benefits we.can
~offer such as government recognition, accreditation by a Minister of

" Education, reports of equivalency by Members of AACRAO and/or
NAFSA, apostilles and authentications by US Secty of State and all
foreign Embassies, a complete line of Challenge exams whereby a -
candidate may test out for an entire curriculum of courses resulting in
a degree (upon passmg) Certification of your PLA evaluators, and in
addition we can get French Minister of Education approval as a ~
legitimate VAE university with headquarters in Paris, many
international connections and relationships (crucial to this busmess)

~ and years of experience which you may draw upon at all times.

Of course your school is brand new and has no history, so it would be
~ impossible to turn over our school to one that is untested. But, you do
" have some very good features and I have faith your school will be

well run and successful if you have accreditation, equivalency by

recogmzed agencies, ability to get apostles and embassy seals, and the

- other services we provide. So, we can work with you by prov1d1ng
these services if we can work out a mutually beneficial arrangement,
or you may want to consider buying one of our schools which of
course would give you instant accreditation and all services without
years of applications and red tape If you'd like to meet in person we

~Affidavit of Senior Special Agent T ohn E Nemnckx II
64 of 137

Spokane_ _final.wpd




- can certainly make arrangements to come to you or-meet in some
~ prearranged setting. Of course we can give you non-disclosure -
agreements and everything discussed would be confidential.
Please give me your thoughts on the above points and reply after you
. have had time to discuss possibilities with your team.
~ Respectfully,
~ Jallah .

: 78. ~ Also on 5/3/05, SA Ross received an e-mail to his U/C e-mail account for

".‘Greg Roberts” at gregi’nthedésert@hotmail.com, from “J allah” via

_info@university-services.net. “Jallah” stated in an e-mail to “Greg Roberts” (SA

Réss) that the group was “willing and eager to work” with Roberts. “J é_ﬂlﬁh’.’

| statéd in an e-mail that the group is willing to sell one of their existing “schools”,
é.nd/or help “Grég Robcrts’_’ in any number of ways. “Jallah” asked “Greg
Rob'eﬁs” to telephonically contact “Rick” (pfeviqusly e§tab1ished to be Rick

,Nové.k) at (602) 524-8785.
| ‘.79.- On 5/13/05, SA Ross piéced a record}e}d telephoné cail to Rick Novak af
(602) 524-87:85: SA Ross, asSuming the U/C role of “Greg Rbbeﬁs”, refereﬂced
his commﬁﬂfcaﬁbns with “Tallah” and informed that he was calling to discuss
' potential options fbr partnership with N ovak, “Jallah” and “J aniés Monroe
University’?. Noyak confirmed that he 1s the primary iniemétionai consultant for
James Monroe University, and ﬁe stated thét he has full authority to negétiéte for
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| “James Monroe Novak stated that they would be 1nterested in helplng Greg
Roberts” and his business group in establlshlng anew: v online techmcal |
o “unl\ters1ty Novak 1nd1cated that he was currently engaged in another act1v1ty
and asked “Greg Roberts” to call him at home late that day. Novak prov1ded a
»home telephone number of (623) 583 7722, | |
' 80. Omn5/ 13/05 SA Ross placed another recorded telephone call to Rick Novak

at (602) 524-8785 (Novak’s cell phone) SA Ross as U/C alias “Greg Roberts”, |

o engaged Novak in commun1cat10n about potential “business deals”. Novak

conﬁrmed that he represents a “group” of online ‘un1vers1ty” owners who own
and rece1ve the proﬁts from three pr1mary online schools “James Monroe

o Un1vers1ty”, “St. Regls Unlver51ty and “Robertstown Un1vers1ty ” Novak stated
that the ownership group ‘of these schools has made “millions” of dollars over ., »‘
recent years with these on11ne schools. Novak stated that desp1te some recent B

._negatlve press, “J ames Monroe and the other “schools are stlll fully recognlzed

and accredited by the leerlan government. Novak 1nd1cated that he recently
recelved a'Venf1catlon letter from Dr. Isaac Roland of the leenan Education

Ministry confirming the recognition of the “schools” by L1ber1a SA Ross, as

“Greg Roberts , asked Novak about the poss1b111ty of purchasmg the ab111ty to
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become accredlted and recognlzed by all of the same entities represented on the

“James Monroe Universuy” web site, including AACRAO, NAFSA and the

- Liberian Education Ministry. Novak conﬁnned that his group would be able to
Aaccommodate and would hkely want to meet with, us to discuss further options.
| Novak asked “Greg Roberts” to send him an e-mail at degrees @univer31ty—

services. net, including the options that “Greg Roberts’” business group would like
 to pursue. | |

81. On 5/14/05, SA Ross sent an e- -mail to Rick Novak at egrees @universny-

servcies.net from the U/C e-mail account for “Greg.Roberts ,

greginthedesert @hotmail. com. SA Ross indicated that he would like to meet w1th

the ownership group of “James Monroe Unlver51ty” to- discuss the possible -
purchase of one of their “schools” or to perhaps simply purchase the rights to use

some of the same “accreditations”-that are represented on the James Monroe

University web site.

82. On 5/17/05, SA Ross rece1ved an e-mail from Rick Novak at
- degrees @universny-servmes net. Novak e-mailed “Greg Roberts” to state that he
had discussed the proposals with the “ownership group” of “James Monroe

‘ University” and the other “schools”. NoVak stated that the “group” wishes to
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remain anonymous in any proposed transactions. Novak stated in the e-mail that
 he has been granted full powerof attorney to represent them in any business
: pertalnlng to the “schools” Novak further 1nd1cated in the e-mail that the group |

would be mterested in selhng “Greg Roberts” the rights to “Robertstown

Lo Unlver31ty

- j 83,_” On 5/17/05 SA Ross rephed to Rick Novak’s e- mall atd egrees @un1vers1ty- o
 services.net. SA Ross stated that he beheved the anonymlty ina posmble busmess

deal might be _an issue, but that he would “discuss the deal” with his team and .'

would telephone Rick Novak later in the week.

| ~'8_4. Qn 5/1 9/05, SA ,R0ss~received another e-mail from Rick Novak at

deg rees @university-seruices net to SA Ross’ U/C A“Greg Roberts account at

greglnthedesert@hotmarl com. Novak s e-mail mdlcated that he was st111 "

" conversing with “the board” regardmg our poss1b1e deal he stated that he was also
'Workrng on gettlng his letter from Liberia ¢ apostllled” and notanzed Novak

suggested that “Greg Roberts” contact hlm further in a few days.

| 85 On 6/1 6/05 SA Ross recerved an e-ma11 to his U/C e-ma11 account at

gregrnthedesert@hotmarl com, from Rlchard Novak via egrees @unrvers1ty—

' services.net. In his e-mail message, Novak 1nformed “Greg Roberts” (SA Ross)
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that he w.as forwardiﬁg an-#‘ex-act-e—mail{—reeeived~~fr@mltheﬁBoard£.’ fNovak_’s e—l

» méil fur.t—hér' statéd that he recommended that “the Board” was offeriﬁg their |

“online university” for sale and that SA Rosé would be “getting a very good deal”.
The e-majl mésgage forwarded to SA Ross by Novak, purportedly from “the

Bbar ” indicated that SA Ross was being offered the option to pﬁrchﬁée

> “Robertstown Un1vers1ty” for $100 OOO Within this offer, “the Boar ” stated in

, ,thelr e-mall that SA Ross would also I'CCCIVC “Dr. Roland’s apostilled recogmtlon

lctter”,_as well as “templélféS»to create RU documents”. The e-mail meésage from

‘fthe Board™ also made ;éfé;cnce to “problems from the past with Gollin and his

crew,” urging Richard No;lak to help SA Ross avoid such problems. ‘.

86 On 6/20/05, SA‘R'o,ss. Senf é reply e-mail from his U/C e-inail account as

“Greg RoBerts?’, to Ri'ch‘a‘r(vi“ Novak at .degrees @university~§efvices.netr_'SA' Ro’ss |

indicated in his e-mail niessége that he was not interested at that time in further |

pursuing a pqrchase of “Robeﬁstown University” from “t.he.Bb‘ard”. SA Roés

iﬁstead made inquiries 6f Richard Novak fegardihg the possibility of acquiring

separate “accreditétioﬁ” and ;’recognifion’? from the Liberian gbvermhent for the

U/C online univetsity “Randolph Add_isbn Davis Technical Univérsity.” SA Ross

also ihquired about Richard Novak’s willingness to work for him directly in a
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. .

| fapacny of ¢ consultant” to help him- estabhsh this-new-* onllne school” e | _
| v87.. On 6/22/05, SA Ross I'CCCIVCd an e-mail to h1s U/C “Greg ! Roberts e-mail
o account from Rlchard Novak atd egrees @un1vers1ty-serv1ces net. Novak informed
B SA Ross that “the Board” has been “hav1ng problems w1th George Golhn” Novak
}. 1ndlcated that he would indeed be open to assisting in prowdmg help and |
- 1nformat10n in setting upthe new on11ne school” ‘Novak stated that he would
- hlghly recommend “d01ng busmess with Liberia, and that he (Novak) “lmow(s)
everyone in the Government” Rlchard Novak also mformed SA Ross that he does
_“all of the D.C. document work. Which .1ncludes Notaries, Apostllles, and all
'Embassy Authentlcatlons |

88. On 6/23/05 SA Ross I'CCCIVCd an e-ma11 to his U/C “Greg Roberts” account

| fro‘r'h‘Rléh“a’rdNovak at de rees @universit :servrces-.net-.-*Novak?-se-mall stated |

that “I belieye'the first thing to do is to sit doWn and hane a meeting in person.”
"Novak asked_'S*A'-Rossto “make- arrangements’—for ‘himte travel v-where ever you
would like to have the meetlng
89.'_ On 6/27/05, SA Ross received and recorded a telephone call from Rlchard
Novak. Novak called SA Ross at his (Ross ) U/C cellular telephone number SA

Ross informed Novak that his “team” was plannln‘g to continue with ‘fRandolph
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—-Addison Davis Un1vers1ty 2 SA Ross told Novak that he-agreed w1th h1s e- ma11
z message suggestmg that an in-person meetmg would be a good 1dea Novak

| mformed SA Ross that he has a contact “W1th the leerlan Embassy w1th whom
SA Ross should also meet. SA Ross and Novak agreed that SA Ross would
arrange the log1stlcs and detarls 1nvolved in havmg a meetmg in Washmgton D. C
It was agreed by Novak and SA Ross to have a meetmg in Washmgton D.C. also
,vrnvolvmg Novak’s “leerran contact. During this same telephone conversatron
SA Ross rnqurred aboutv:the fact that “J arnes Monroe University” now has an -
‘fItalian connection”, listrfngd”“accreditation” in Seborga, Italy. Novak stated that he
‘believed that Liberia‘wasﬂ.:“_an excellent place to do business”, and he .. |
'recommended it over “S'eborga”. because Liheriais a “real govemment”. Novak
- stated that Seborga Itaiy, isa separate -principality; andnot as“good’ >asa Liheﬁa '

 for the purpose of sett1ng up the onhne busmesses SA Ross 1nformed Novak that

. -'he would contact him agam shortly 10~ dlscuss andJafrange the- details of havmg a

meetlng- e i [ b,

-90.- On 6/28/05 , SA Ross conducted a recorded telephone call to Richard (Rick)
Novak at his home telephone number of (602) 524-8785. SA Ross and Rick

Novak agreed to have a personal meeting in Washington D.C. on Thursday, July 7.
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: “SARoss agreed-to-N ovak’—s=r—eques=t~t0‘-—~iar=range~h=is»atraa/el-;é-a-nd stated that he (SA
. Ross) _would contact Novak in the near future to nrovide travel andﬁiéht
: information |
91, ' On 6/29/05 SA Ross purchased an a1r11ne ticket for Rlchard Novak to travel -
~ from Phoenix, AZ to Washmgton D. C on 7/6/05, retummg 7/8/05 SA Ross
: purchased the airline tlcket through Delta A1r11nes utlllzmg funds in his U/C

Iu :

: Mastercard account for “Greg Roberts

92. On 6/30/05 SA Ross e-mailed the details of Rlchard Novak’s ﬂlght/tlcket
information to Novak at degrees @umversuy—servrces.net. On this same date, SA
'Ross received an e-mail reply from Rick Novak conﬁrrning his receipt of the

information. In his e-rnail; Rick Novak also asked “what Hotel will I be staying

"at‘?”,‘ impIYing that he e’Xbé%tHi‘SA‘Ro*ss‘to“a‘ddi‘ti'onaliy"al"ra_n‘g“e:"aﬁd?ay for his
o hotel room in Washington, D. C | | |

“f93‘.—‘"®nﬁ"157‘65 ,SA] Ross-&A?auiKempparnenan& Yourﬂfﬁanﬁraveled to
Washington, D.C. in order to conduct a U/C meeting with Richard Novak. SA
Ross _checked into the Mayﬂower Hotel, 1127 Connecticut Ave 'N'W, Wa‘shington
D.C, under the U/C alias of “Greg Roberts.” |

94.  On 7/5/05, SA Ross telephonically contacted Richard Novak at his cellular
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I

| telephone number 0f(602) 524-8785: Novak confirmed that he would be
travelmg the followmg day from his home in Phoenix to the Mayﬂower Hotel in
Washlngton D.C.
95.  On 7/7/05 SA Ross, SA Kemppalnen and Your Affiant conducted a

| survelllance and undercover operatlon in Wthh we met in a U/C capaC1ty with
- suspect Richard Novak us1ng v1deo and audio recordmg equlpment SA’s Ross,.
Kemppamen and Your Afﬁant met with suspect R1chard Novak beglnnmg upon |
h1s arrival at approx1mately 1:00 p.m. in the Mayflower Hotel Suite 230.
96. Shortly after meetlng Richard Novak upon his arrival to the U/C meetmg, |
SA’s Ross, Kemppalnen and Your Affiant engaged Mr. Novak in a “bus1ness

| meetmg in Wthh we contlnued SA Ross’ prev1ous1y estabhshed undercover story

~ that we are 2 business group ‘who'is attemptmg o establish a new" “online

umversrty” Because Novak had prev1ous1y offered to “consult and “help” SA

Ross in this regard, we 1nd1'c‘:atai‘toM‘.Novak:ﬂfafﬁeﬁoﬁidﬁrsﬁikefto*ask him
nuvmerou‘s}quest,ion.s‘about the “business’-’ of online schools, and specifically about -
~his role working for “the Board” who, Novak had already told SA Ross, is the
owner of “St. Regis University”, “James Monroe University”, and _“Robertstoyvn
o University.” During the initial hour of the U/.C,meeting, Novak refconfurned his

AfﬁdaV1t of Setior Spec1a1 Agent John E. Neirinckx, II
73 of 137 ‘

Spokane_final.wpd




. previous statemmentsto SA ROss-"that he :is--'the 'individua1~~who- dee;s-_ “all-of the

" international work” in reference to establishing ‘;accreditation” and “recognition”_ |
from foreign govemments for Novak’s clients, “the Board” and .the_ir f‘oniin‘e |
'uniyersities”. Mr. Novak indicated that “t}re Board” who owns the . |
. aforementioned “St. Regis, IMU, and RobertstOwn”, Were_'oﬁginaily responsible
. for paying to send him to.yl‘viib'eria to establish-a presence there and to .arrange
- “accreditation”. Further i\tovak 1ndlcated early in our meetlng that hlS “leenan ‘
contact” is in fact the Deputy Chief of M1ss1on to the U.S. for Liberia, and works
out of the L1ber1an Embassy When descnbmg the key to successfully doing

'business with L1ber1a N0vak referenced the fact that one needs to make sure that

money finds its way “1nto pockets” in order to succeed Mr. Novak indicated to

“our UIC group that he beheved that he could coordinate wﬂlrthe*appropnate

* Liberian govemment ofﬁcmls 1n terms of both payments and ¢ paperwork” to help

~ ~“our group.

9T Cbﬁtiﬁ’uing':i’ﬁ‘ our U/C meeting, SA Ross provided paperwork to Richard
Novak. SA Ross indicated that our group wanted him to sign a “Non-Disclosure
contract” before further discussing our business plans. Richard Novak agreed, and

signed the document as provided by SA Ross'at approximately 2:30 p.m. 'The'real
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purpose-fc)ﬁhe “Non Disclosure document” was-two-fold:-to ‘.obtain jtvx:fo signature

. sarnples Afrorn Mr. Nouak' and, to further add to the perceived “legitirnacy” of our

U/C “business group” It should be noted that the signatures prov1ded by R1chard_ |

‘_Novak on our U/C “Non- Dlsclosure” document appear s1n111ar to the “Rlchard

NOVak” signatu'r_es on three notarized docum’ents previously -obtamed in tlus -

o investigation: the Diplo_rna Authentication Attevs,tation,_ Transcript Authenttcation :
‘ Attestation and Degree }Xuthentication Attestation each sent in the document

packet | from “J ames Monroe” to S/A Ross U/C “student” alias of Anthony |

| Gwynn At that time, Mr Novak further discussed with our U/C group the deta11s |

of his historical relatlonshlp. with “the Board” or “the SRU (St. Regis Un1vers1ty)

' group” Novak 1nformed us that St. Reg1s ‘was huge” but eventually became too

~ high profile and became the focus ofsuclrmdlwduai*saﬂdm Bear; George |

~ Gollin, ‘and Alan Contreras, who worked to attack “the SRU group” Novak stated

: that eventually, because of the efforts of Bear, Gollin et-al; ~the- medla attentlon

combined with the pressure on the U.S. 'government-"toitake»-aetlonavag—amst “St.

| _Reg'is”; was too high. Novaksaid .that‘ St. Regrs then lost their “accreditation”

because of financial pressure placed up_on the Liberian government from the U.S.

_govemrrient. Thereafter, “the Board” was forced to transition their primary
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“online university” resources from “St. Regis” to “James Monroe UniversitY”-
Novak stated that he at 'one point received a letter on behalf of “the Board”, from
Isaac Roland, the Deputy Minister of Education for Liberia. This letter from
Roland reportedly stated that official Liberian recognition of “J ames Monroe
"Uiniversity” and “Robertstown University” will continue. |
| 98. As the u/C meetlng w1th Rlchard Novak progressed Novak contmued to
' ,"prov1de details of “St Regls University’s ”(SRU) hrstoncal relatlonshlp with
| - Liberia. Novak stated that “SRU” operated a small office in Monrovia, set up by
Novak hlmself for the purpose of appearing to have a real presence there.
However, Novak stated that the offlce was basically there simply for appearances,
and that “the Board” ran all of the “school’s” operations from the U.S., spe01ﬁcally
from Washlngton State and Idaho Novak stated that a “key” to operatrng as an.
onlme school” is the govemmental accreditation. He indicated that the only th1ng
separatmg an “online university” from a “degree mill” is the formal accredltatlt)n-
- HoWever, Nouak was clear throughout the meeting that a “school”> does-not need -
to meet any formai requirements to obtain that “accreditation” other than meeting
and providing pailment to the right people ‘within a government, and then settihg

up a Small office in that country to look as though business is being do_né there.
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~ Novak also advised at one point that the prim‘ary: legal concern in ,engaging in this
~ form of “online school”, would be a possible prdsecufion for fraud. ﬁoWever, he

-~ assured our U/C groub that ne law enfercement authorities have ever attempted to
investigate “the Board” or their involvement with SRU/JMU/etc. When
questioned about the income tax implications of running one of these.“schools”,
- Novak stated that it is .iinportént to de\}ise a method of “beating” the IRS. He
advised that foreign bank accounts are a good method for processing and holding
payment funds as collected from “students” via credit card and “PayPal” accounts.
Novak.said that “the Board” specifically used an account in Dominica, but he said
~ that they ldost that money beeause the Dominican bank was closed down due to
money laundering. Novak indicated that he does not believe that “the Board” has
ever declared any of their online income for tax ‘purposes Novak stated thaf he
: has not handled any of the foreign banking issues for “the Board”, but that he does
all of the other “international work”. As an’example, Novak indicated that he was
the first to establish a “faculty” forv“the Board” and “SRU”. Novak stated thathe
approached ten legitimate facdlty from a cémpus-based eollege in Libeﬁa, AMELU,
and offered them each $75.00/month to answer e-mail questions about their fields,

and provide approval to use their resumes and names on the web site as “faculty”.
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: Nevakmade-it clear that a key to operating an “online schoel” is to represent the
'- , ex.istence of mulﬁple “faculty”, even though the “faculty” do not real'ly engage in _
any instruetion or course work with any “students”. He stated that a good web
Vsi:te needs ro have “accreditation” and .“fac.ulty” for credibility purnoses only, and
need not Be gennine. He also spoke"to our U/C group extensivel}r"about
“documents” and the need fer credible-looking decuments such as degrees,
) transcripts and supporting 'riecumentation_. Novak cenfirmed tha'r “the B_oard” uSes
their printing office in Idaho to create the “official” degrees and other eore |
| documents with seals, ern_lv)‘essments, etc. However, Novak stated that he was the
one re}sponsib‘le for generating and eoordinating the supporting doc,uments such as
“authentications”. Novak stated that he has all of the connections at the foreign
~ embassies in Washingtio'n’i).’C., 'so he has beenable to obtain ofﬁcial-loekjng
documents with “apostilles” in support of the “SRU/JIMU degrees.” However, |
‘ No‘vak made clear that rhese snpporting documents .“say nothing” and are |
"_eséehtially meaninglesé; Yet;'"he“'said 'that’;ﬁthe'-Beard”‘ would offer them for _s_ale at »' |
' ardu_nd, $1800 in sﬁpport of their bogns degrees, and that these worthless _
decuments being .'sold for $1800 were an extremely profitable offering to

“studen_ts”. Novak informed us that at one time he was making approxirnately
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$10;00t)/month in profit from his f‘docuﬁlents”, sepaﬁte from the proﬁf—being

- made by “the board”. He also stated that the maj.ority of his documeﬁts were for.

'- foreign countries, a méjority éf which were for “students” from Saudi Arabia.

When asked ‘about his requirements for payment if he were to work for our U/C

group, Novak stated that we could payAhim in whatever manner we préfer. He
- highlighted the fact that if our group were to pay him and not declafé anything for

tax purposes, then he would also not declare the income, and that is whathe

prefers. He stated that when you make that much money, you don’t want to give it

to the US government.

99, Cohtinuing in our U/C méeting with Richard Novak, at approximately 5: 10
p.m., Abdullah Dunbar arrived at 6uf suite at the Mayflower Hotel to join the
“meeting with Richard Novak.’ Repors from the éﬁﬁéillanée"téam later confirmed
' that Dunbar had come directly to our meeting from the Liberian Embassy. Aﬁer a
| _bﬁef introductory diSCIission, Dunbar confirmed that he could help our U/C group
‘obtain “accreditation” with his Liberian g(ivernment—spemﬁcally the M1n1st1'y of
Educat'1on Dunbar agreed that he would travel to Liberia w1th R1chard Novak in
order to acquire our “accreditation” and the documents for proof of such. Dunbar

stated that the only firm requirement that we really need, in order to get an |
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- 1

. '»--accredi-tation, is to establish a physical office with-a staff in‘Liber‘ia and pay a
several hundred dollar permit fee. Dunbar confirmed Novak’s staternents that the
two of them conld travel to Liberia, meet with the top officials from the Ministry |
of Education and Justice, make “paynients” to the appropriate parties, and return
, to the US with “official” documents representing our U/C “school”as being
ofﬁcially accredited and’reco gnized in Liberia. Dunbar and Nova.k each informed
us that the key to. their trlp will be to secure a meetmg with the M1n1ster of
Educatlon Evelyn Kandakai (spelllng unconfirmed) They also sa1d that a
| rneetlng will be needed"‘yi‘th the Minister of Justice. Dunbear stated that he will
make some telephone calls and figure out the total cash requirement for
' payments” to be made on the1r trip. Addltionally, Dunbar agreed that he would
accept a payment of $5 OOO plus all expenses paid, to travel-with- Dunbar to |
Liberia and coordlnate the successful “accreditation” process for our u/C |
“school”, (Randolph Addlson Davis Technical Un1vers1ty) When Your Afﬁant
asked’ Dnnbar if there were'any laws »belng-—v-iolated by direetly-paying him for
. these services, Dunbarresponded “nah, I'ma diplomatr”
100. At approximately 6:00 p.m., our U/C meeting concluded._ Both Novak and

Dunbarleft our suite #230, and the operation, including all ongoing alidio and
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—vrdeorecordmgs was terminated. B S—

-101. On 7/9/05 SA Ross rece1ved a telephone call to his U/C cellular telephone

- from Richard Novak. Novak informed SA Ross that he had been contacted by
Abdullah Dunbar, and that Dunbar had called to confirm that “things looked very -

, good” in reference to meeting with and making payments to the Liberian Officials
- discussed prev1ously in our 7/7/05 U/C meeting. Further, Novak 1nformed SA
Ross that he would contact “the Board” regarding the potential for our U/C group
to meet vrfith them and view the Idaho printing office for document processing. .
102. On 7/’1 0/05, SA Ross received and revie\’lved a Grand Jury Subpoena return

| of information from Verizon Wireless (Cellco Partnership), 51 Inclone Drive,
Branchburg, NJ 08876. Verizon’s subpoena return conflrmed that cellular
telephone number of (602) 524-8785 was a551gned to Rick Novak effectlve

©3/2/2004. Their records provided Rick Novak’s address.as 14628 N. 90* Dr.,

Peoria, AZ 85381. Their records also provided} aseconda_ry—-telephone number of

(623) 583-7722, listed as both a home and work number:
103. On 7/ 10/05, SA Ross received and reviewed a Grand Jury ‘Subpoena return
of information from McLeod USA Telecommumcat1ons Ill1no1s McLeod’

,subpoena return conf1rmed that telephone number (623) 583- 7722 isa-
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| '_ | -hcmelresidential telephone number assigned to Richard Noyak at 14628 N. 90*

Dr., Peoria, AZ 85381. o

104. Areview of the telephone toll records for these two Novakv numbers from

20510 6/05 sllow that the Randock residence at (509) 466-8829 was called 17
times, the Blake Carlson cell phone (509) 710-0215 was called 15 times, and the

Post Falls suite 8B (208) 777-9704 and (208) 777 9707 was called 6 times.

-105. On 7/12/05, SA Ross rece1ved an e-mail from R1chard Novak v1a Novak’ |

e- ma1l of degrees @un1vers1ty—serv1ces net to SA Ross u/C account of

| gregmthedesert@hotmaﬂ com Novak informed SA Ross that he has recently

been in communication \y_1th “the Island of Vanuatu”, and that “they would also be_

‘open to‘ business.” | |

- 106. On 7/14/05; SA ’Rcs‘s received an e—mail'from‘RichardeNovak-in teply toa

i)revious e-mail sent toNov'ak by S.A Ross as U/C alias Greg Roberts. Noval(

stated in his e-mail that he wonld agree to SA Ross’ propcsed terms of $10,000 as

payment for his role in traveling~to»»-1;lbe1?i~a~andweeordinat-ing»meet-i-ngs and

payments to key Liberian ofﬁcials to obtain “accreditation” for SA Ross’

illegitimate “online nniversity”_, plus an additional $1IO,O‘OO bonus for successfully

getting the “accreditation” accomplished with'nothing more than monetary
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_payments to 6fﬁcials and a bogus curriculum and business plan. Also in this e-
, | mail, Novak provided his Bank of.-An'wrica bankl accbunt numbef of 122101706
- 000026825537, into which hé asked SA Ross to deposit $1000 as payment for
Wofk being done by Névak for “Randolph Addison Davis Technical 'Univérsity”.
SA Ross had"previously infbrmed Novak via-e-mail that his group wduld pay
- Novak $1000 in exchange for the follo.wing: sét up a meeting with "‘the Board”, as )
well as a tour of the reported Idaho printing.shop where Séint Regis
University/J ar;ies Monroe University/Robertstown degrees and other documents
are creéted; provide to SA Ross’ group some “Samples” of the original illegitimaté
“curricullim”‘ created by the “St. Regis Group/Board” to obtain Liberian
o “éccreditation”, as well as a copy of the letter from Liberian Deputy Minister of
Education isaac Roland, confirming the continuéd “rec‘o gnition” of ¢ aﬁ1¢S'
g Monroe Unive‘rsity” by the Liberién government. Novak agreed to provide thése
documents and arrange'a meeting for SA Ross’ group with ‘ftﬁe Board”. -
107. On 7/15/05, }SA Ross receivéd an additional reply e-mail to his U/C account - |
of greginthedesert @hotmail.com, from Richard Novak at Nova.k’s secoﬁdary e-

mail account of panamarick @highstream.net. In his e-mail to SA.Ross, N ovak

instructed as to the proposed events of the proposed upcoming meeting betWeen‘ ’
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SA Ross’ “business’ group > and “the Board”. Novak stated that SA Ross team |

~ would ﬂy into Spokane rent a car, and drive to the Idaho border. Novak also
mformed SA Ross that he will be further working on the proposal W1th “the
Board” for SA Ross team to possibly purchase “James Monroe Un1vers1ty

| 108 On 7/16 and 7/21/05 SA Ross rece1ved additional e-mails from Richard
Novak’s p_anamarlck@hlghstream net e- mall account. Novak mformed SA Ross

_' that he was cont1nu1ng to dlscuss matters with “the Board” and contmumg to work
on our mu1t1ple proposed deals 1nvolv1ng hlS trip to L1ber1a with Abdullah

Dunbar, as well as our poss1ble trip to “the Board’s” Idaho printing site.

AEIT and A+ Instltute Momes Wire Transferred to Abdullah Dunbar S
Account -

109. Financial records rece1ved from the Bank of Falrﬁeld 1nd1cate that between

10/8/02 and 9/3/04 a total of $23, 900 was wired from either the account of

AEIT” or “A+ Instltute” into the personal account of Adbulah K. Dunbar (The

uDeputy Chlef of MlSSlOIl for the L1ber1an Embassy in Washmgton D.C.). Records »

1nd1cate twenty-one of the aforementioned wire transfers list the Or1g1n of Deposit

Address as “14525 N.-Newport Hwy”.
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: f--Search Warrant Selzes Eleven Boxes From Common Hallway at 601 E.

Seltice Way, Post Falls, Idaho

| 110. On 3/29/05, a federal search warrant was executed inye common hallway_af

the business building loceted at 601 E. Seltice Way, Post Fall_s, Idaho. |

1 ll Contained within those boxes was a copy‘of an e-mail from “Dixie” to
“Afny” dated 4/28/03 which request Amy te fax the details of the e-mail to Rick
Novak in Monrovia, Liberia. “Dixie” wrote: |

“Hi Rick I never did receive those temporary permits for James
Monroe, Robertstown, Canyon College or Southern Pacific even
though we paid for accreditation, So I at least need those permits

* (mainly ours, I don’t care that much about Canyon and Southern but
they may come after me if I don’t; give them Something, they have
not asked but who knows).” “If the higher education guy can give us
those permits (not temporary though — real ones) and if we can get a
letter form Dr Roberts saying U of Liberia will accept credits and
degrees from SRU, James Monroe and Robertstown for transfer to
~their school that will-be very good. Tt will be Excellent for SRU and -
Just okay for James Monroe and Robertstown because we really need
accreditation for those two.” “You can offer money to back date or

‘ whatever to get accreditation for James Monroe and Robertstown.”

--<f'*~¥-**—' “I"d like to-have a physical location-for all 3-but with 'Sl-ightly
- different addresses.”
“We need three phone numbers-for-them and-someone-to-answer to -
damn phones and say we are fully accredited.” “I’d like to hire about
10-20 Liberian professors at $50-$100 per month each- they must be
real and available by phone or e-mail. The first time they do not say
the right thing their money gets cut off permanently.”

~“I don’t even care if the Ed Minister does nothing but the Higher
Education guy makes something up and accredits us and verifies it by

.- Aftidavit of Senior Special Agent John L. Neirinckx, T
85 0f 137 |

Spoka.ne final.wpd




{

phone. Just something saying “accreditation.” T think-it will work for
our purposes if we can get him to do that..” - |
“That Philippine university does not appear to be accredited. Ican’t
find anyplace at their site about U of Liberia — anywhere. Also on the

- edu.ph works (not edu.lr). Their website is hideous too but the school
building is okay and we can use the same one if that is the one you

- mentioned.” | ' o

- “Also, can you get a real “permit’ from this higher education guy for
SRU. SRU is already accredited but to have the permit for it as well
would be very Good. He should have no problem issuing that.”

B " 112. Also contained W1th1n the boxés was an e-'mai1v<ffom “Thomas Carper’f (this
is believed to be one of D1X1e Randock’s’e.lliases) to Amy and Steve on 5/7/03,
- discussing paper and prlntlng of degrees. The e-mail indicates‘they are phasing
out all branch schoolﬂs 1nafew days, and “Here is what to tell all inquiring Bfanch | | |
| | S.chool degree holdefs.;’ | The e-mail furt;her states: |

“The schools below have been acquired by the National Board of
Education, Inc and are now officially closed. All records are now
archived with the Ofﬁcial Transcript Records (OTAC) |
www.transcriptrecords.com. Closure does not invalidate your
degrees. All degrees will continue to be verified as they were prior to -
acquisition.” :

Nation State University -

Hartland University

New Manhattan University

St. Lourdes University '

Blackstone University

North United University

Capital American University

InTech University - |
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~Port Rhode University-—
' Hampton Bay University
Van Ives University
Americana University
All Saints American University
Stanley State University
Saint Renoir University
American Capital University
“If you would prefer to have your degree transferred to an open
school, St Regis University has agreed to accept degrees from the
~ above schools for automatic conversion to equal Saint Regis
University degrees. The fee for conversion is $500 per degree.

Heidi Lorhan

113. | Acgording to Pay Pal records, Heidi Lorhan lists her primary e-mail address
| as admissions @uni\iers_ity-services.net and the business address of Kaching
Kaching, Inc. as 14308 E. 22““ Avenue, Veradale, Washington, and her work

telephéné”iiUmber as (509) 362-2067.. On 5/2/05, a domain name inquiry

"conducted via www.whois.com revealed that the "Administrative Contact" and

,thé "Technical Contact"} for the website usdegrees.com is "H. Lorhan,' CFT, 611
Pennsylvania Avenue, SE #211, Washington, D.C. (202) 478-0699" (It should be
noted that on 7/27/05, Your ‘Afﬁant called the aforementvi(')ned te'lephone numbei,
and a voice message machine answered with the following message:

"You have reached thc Washington D.C. office of OTAC. Please
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listen for directions to leave a voice message or to send a fax. Thank

you").

114. Also on 5/2/05, a domain name inquiry conducted via www.whois.com
j revealed that "Administrative Contact" arid the "Technical Contact" for the

- website www.transcriptrecords.com is "L,H request@transcriptrec()rds.com,- 611

_'Pennsylvama Avenue SE #211, Washington, D. C, (202)478 0699" The

- www.whois.com mqulry also revealed details of the web site

www.transcriptrecorde-.eorn, which indicates the website title is ,"Ofﬁeial

Transcript ArehiVevCevI'i{ter:;'v.

115. Located within the;'eleven boxes of documents seized with a federal search

B warrant on March 29 2005 on a common hallway at 601 E. Seltlce Way, Post
Falls, ID, was a letter 1nstruct1ng the Bank of Fairfield to make Heidi Lorhan the
sole s1gnature authority for "AEIT", "A+ Institute" and "Ch11dren s Future Trust
accounts at Bank of Fairfield as of January 31, 2001 (It should be noted that a
re‘view of documents received from Bank of Fairﬁeld appears to confirm that

between 2001 and 2004, Heidi Lorhan held signature authority for these accounts

as she appeared to signed most of the checks and authorize most of the wire
transfers from these accounts).
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Amy Heﬁsl“ey Removes Computer froin Suite 8B to Her Residence :

- 116. On 4/28/05, SA Neirinckx r'e—ihterviewedl Parﬁ Leibel, High Wing
| : Construction, 601 E. Seltice Wa'y, Suite 7B,..Post Falls, Idaho, regarding the
individuals éhe has seen wofking in Suite 8B at 601 E. Seltice Way, Post Falls,

Idaho Leibel positively identified Amy Hensley and Roberta Marklshtum from

~ photo line-ups as the two individuals she has seen routinely workmg in Suite 8B.

 Leibel stated both Hensley and Markishtum had previously claimed to work in
Suite _SB as graphic designers and printers, but that around early Apfil 2005,

| Markishtum informed Leibel that Hensley had obtained a second job in Spokane,

| Washingfon. Leibel stated that according to Markishtum, shortly after Hensley
ébtained the second job, Hensley brbught home a computer from Suite 8B so shé
could conﬁnue to work at home on the bu’sin‘e‘sts shé‘woul‘d' have usually worked |

" on while in Suite 8B. | |

- 117. On 5/26/05, R'otv)erta‘Markishtum‘macvle a report with the Post Falls Police

Department regarding boxes of ‘business records that-were missing from an area

adjacént to Suite 8‘B.‘ As mentioned previbusly in this afﬁdavif,'pursuant toa

federal search warrant executed on 3/29/05, and served on the oWner of the

“building where the boxes were located, 11 vboxes of documents were seized from
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l

| a common hallway adjacent to Suite 8B. On 5/31/05, Sgt. Dave Beck of the Post
' Falls Police Department accompanied by Det. Tafoya of the Spokane Police
Department contacted D1x1e Randock and Steve Randock, Sr. at 601 E. Seltice
Way, B-8, Post Falls, Idaho, regarding Roberta Markishtum’s police report.
}_During that meeting, Detective Tafoya was told that Amy Hensley had worked
‘there for six years and. that she had gone from be1ng a full-time employee toa
) commissioned employee iwho did evaluations at home but that business had
slowed down and that she ‘fwas not doing much lately. |
118. On 6/8/05, Amy:’,‘l-zlensley told Detective Tafoya that she had worked for
Dixie and Steve Randockgfor six-plus years as a business manager/office
| manager. Amy Hensley said that she left full time employment in mid-April due
to business slowing down and.he'r'"haVing“tOSit'o}l her pay‘clie—c‘ks*fo“r‘"s‘everal days '
‘before cash1ng them. Amy Hensley told Detective Tafoya that she continues to |

do some work on a commiss1on basis for AEIT Amy Hensley would only say

‘that she was doing some support work for the business-and would occasionally
help Roberta Markishtum with some ofﬁce questions.
119 Between 7/25/05 and 7/26/05 Investigator James Tilley, USAO conducted

areview of telephone records for phone numbers (208)777-9707 and (208)777-
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-9704-for- the period-12/04 to-3/05.- According to- telephene%empany records the

- billing address assoc1ated with those numbers is AEIT 601 E Seltice Way, Suite

| 8B, Post Falls, Idaho, 83854. The AEIT account also has a toll free number,

(866)3 12-2348, for 'incoming calls. A}review of AEIT’s telephone records and

other documents show Amy Hensley’s residenCe. at (509)921-7806 'Was_ called 84-

- times by these numbers. |

120. On 04/15/05 Investigator Collins, WA AGO, determined that Amy
Hensley, (acti_ng as a notary public) had notarized the signature of Richard Novak
on a. “Degree Authentication Attestation” dated 3/ 14/05. The “Degree |

| Authentication Attestation”_ was obtained as a result of an undercover “degree”
purchase, made by SA Ross, using the name of Anthony Gwynn. The document
identifies.Richard Novak as “Director of the University "Services,’ Inc.’; and the

. “Registrar of the J arnes Monroe University.” |

; Blake Carlson and Northwest Business Stamp, Inc.
121. A www. google com search conducted-on 5/10/05-revealed that Blake
Carlson is the Vice President of Northwest Business Stamp, Inc, 5210 N. Market
Street, Spokane, WA, (509) 483-0308. Inquiries conducted on 7/28/05 with the

Washington State Master Licensing System revealed that Blake Carlson isthev
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Pres1dent of Northwest Business Stamp, Inc;5210-N. Market, Spokane WA,

.» telephone number (509) 483-0308. The company descr1pt10n is listed as pre-
inked and rubber stamps, name tags, interior engraved signs, corporate
'awards/recognition & membership pla(iues. The investigation -reveals that

‘ Ca’rlson .has provided several stamps and other seals to further the scheme to

“ = defraud. On March 29, 2005, Your 'Af.fiant executed a federal search warrant on

11 vboxes located in a hallway adjacent to Suite SB, 601 E. Seltice Way, Post |

Falls, Idaho. Some of the documents pertaining to Blake Carlson contained in the
11 seized boxes include a typed letter bearing an illegible signature from the |

| “Dean of Studies” of “Roberstown University”, and the signature of “B Carlson”
as ‘_‘Chief Provost”, regarding the graduation of Fathima Riswana S. on 8/9/04. |
The “B Carlson” signature on the document appears to be a stamp. According to

 Investigator Tilley, this same stamped signature can be‘ found on an invoice for a

rubber stamp, dated 9/19/03 from Northwest Business St‘ampvin Spokane, |

Washington. On 7/13/05, InVestigator Tilley reviewed documents that were

| provided to Dr. Gollin by Abul Kalaam Azad from India. Bank records reveal

that AEIT issued ov}er $10,000 in payments to Azad during the period 1 1/03‘ to

12/1/04. Investigator Tilley compared the Azad documents with documents |
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obtained from the 3/29/05 search warrant. For example, the Azad documents

_in.cluded a typed veriﬁcation for degree from the “Official Transcriot Archive

- Center” for Fathima Riswana with a stamped signature of Jayne W. J ohnson,

“Chairman of the Official Archive Registry ? Investigator Tilley observed the

. same stamped signature on a .NorthWest Business Stamp invoice f0r softf stroke

| pre-ink dated 2/ 13/01.:7 The Azad documents revealed a fraudulent".‘Robertstown :
. Un1vers1ty” degree for l;athima Riswana, Master of Busmess Administration in
Information Technology, dated 8/9/04 with an illegible signature as Dean of
Studies and a stampedff‘signature of “B Carlson” as “Chief Provost.” Investigator
Tilley observed the sarne ,st‘amped signature on a Northwest Business Stamp h
“invoice for a rubber stamp, dated 9/19/03. The Azad documents incllided a
United States of Americ‘a“,.hDepartment of State document bearing a signature of
Colin L. Powell, Secretary of State, and a signature of Annie R. Maddux, |

~ Assistant Authentication Officer, Department of State certifying that the
“attachcd documents vare under the Seal of the District of Columbia and entitled to
full faith and credit.”” The attached documents include an “Authentication
Attestation”. from Richard Novak, “Director of University Services”, regarding an

Official Student Transcript for Fathima Ri’sWana. The “Attestation” is dated
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-8/ 8/04, one day before the “degree” for Fathima Riswana was issued; The
- “Officviarl Student Transcript” document regarding Riswana reveals a stamped
signature of Rick NoVak as “Registrar of Academie Records.” Investigator Tilley
observed the same stamped signature on two Northwest Business stamp invoices, |
‘dated 2/16/02 and 11/6/03. The Azad documents include a typed verification for
degree from the “Official Transcript Archive Center” for Abul Kalaam Azad
N bearing a stamped s1gnature of J Jayne W. Johnson, Chalrman of the Ofﬁ01a1

- Archive Registry, dated 9/ 18/02 Investigator Tilley observed the same stamped
signature on a Northwest Business Stamp invoice for soft-stroke pre-ink, dated
2/13/01. The Azad documents also include official-looking educational
. documents bearing the stamped signatures of Patrick O’Brien, Dean of Studies;
Patrick Sullivan; Stephen Frendock, Chalrman of the Endorsement Advisory

Regents; William Johnson; Richard J. Hoyer, Chief Provost of Saint Regls :
University.

" The Name Blake Carlson or B. Carlson Appears on Nnmerous Fraudulent
Degrees and other Related Documents Purchased by a Secret Service Agent

Actmg in an Undercover Capacnty
122. As set forth previously in this affidavit, one (1) h1gh school “diploma” and

six (6) fraudulent “degrees” were purchased in an undercover capacity from

“Tames Monroe University.” Various documents accompanied the fraudulent
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: ,“degrees to include fraudulent transcripts, apostilles, authentlcatlon attestations,
alumni cards, etc. On four of the “Diploma of Graduations” purchased, the
signature “Blake Carison”appea’rsas the “President” of “James Monroe

: University.” The signature “B Carlson” appears as the “Chief \Pro.vost” en four

N ‘fraudulent “degrees,” cine fraudulent “Dean’s List” certiﬁcate,.and on feur

fictitious congratulatory'letters.

: ,Iames Monroe Unlvers1ty Is Not Recognized In The Umted States and It Is
C0n51dered By One State Agency As a “Degree Mill” i

123. Arecords i 1nqu1ry w1th the United States Department of Education by
Detective Bryan Tafoya ;‘on‘ 7/26/05 , showed “James Monroe University” is not a
recognized university in'th_e‘ United States. A records inquiry by D'etective}
| Tafoya on 7/26/05 wnith‘tii‘e Oregon State Office of Degree Authorization revealed

~ that “James Monroe Uni\ke'rsity” was described asa:

“Degree mill. This is the new home of the St. Regis Un1Ver31ty scam
using supposed Liberian approval. Oregon does not recognlze this
approval as valid under ORS 348.609.”

The Oregon State Office of Degree Authorization website further listed “James

Monroe University” as a “front name for the St. Regis fake univ_ersity” which it

describes as:

- “Closed by court order, June 2005. Degree mill. Falsely asserts
Liberian government approval. Falsely asserts Indian government
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~~ approval. Appears to operate. malnly from State of Washington but
may have operatlons elsewhere _

B‘la_ke Carlson’s Use of E-mail
124. On 5/6/05, a federal search warrant was conducted on the chpUter-servers
for Marketrends Productiens to obtain any e-mails saved on the servers, as well as |
- “ deterrnine the physical locations of Aoriginating and received e-rnails in this

| investigation. One of these e-mails contained an e-mail string containing |

" numerous forwarded e-mails. On this e-mail string, “Blake Carlson” appears to
be having trouble obtaining a “UAE authentication” that is dated to match a

fraudulent degree for one of his “clients.” Carlson mentions the following

| options to resolve the situation:
-“Have the documents printed for February 2004 to go along with the
UAE authentications available for that date.” ' .

“Receive the documents as is and then go to the UAE embassy in

Greece to obtain your own authenticatlon

-“Wait for six months unt11 Novak returns to WDC.”
-“Make funding arrangements for Novak_to return to WDC on a
special trip for your student.” | |
Further along in the e-mail str1ng, Blake Carlson rece1ved an e-mail from

John Dovelos stating: “Blake, OK, it took a lot of persuasion but finally Rashed

“~Affidavit of Senior Special Agent John E. Neirinckx, II
96 of 137 -

- Spokane_final.wpd




agreed to have the February apostillation for half price and all his documents
backdated to that date. I had to hear things like that my service is unreliable, we
- are a ‘Mickey Mouse’ outfit, etc., but I'm relieved this is over.” -
125. The next e-mail in the‘e—mail stfing.is from Blake Carlson to “Berta” (likely -
Roberta Markishtum who vt/orks at the fraudulent diploma mill printing shop in -
Post Falls, ID). The e- mall reads: “I thlnk we finally have this deal put to bed.
Please print the Ahmed Rashed Ahmed documents and transcript W1th the
'February 2004 graduathn tiates. Be sure to prmt Liberian Ministry accredltation
document on the back of the transcript. Student will received the Febrnary dated:
UAE Authentication, WDC Apostillation whatever? Please print the datesto
. match up. Charge his cred1t card 50% of the normal price, I have carbon copied
this message to John Dot/elos who will respond to you with the exact shipping
.address and phone nlimb‘er‘.”
“Berta” replies to the aferementioned e-mail with: “Please send the new

documents to me and I will print them. What are yt)u talking about on the back of

the transcript??”

Blake Carlson’s Reno,‘ Nevada Bank Account reveals deposits from AEIT

126. Records received from Wells Fargo Bank, account #201/7501160, in the
name of“‘Education Services, Inc.,” reﬂect that the account was c_)’pened in Reno,

Nevada, and that the signature authority for the account is Blake Carlson and
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Carrie Carlson. Revcords further indicate that on Blake Carlson’s account
applieatien, he listed his cellular telephone number of (509) 710-0215, and a
business telephone number for Northwest Business Stamp as (509) 483-0308.
| Recordsl fnltber indicate that for the time period‘ of April 2003 thrbugh J enuary
- 2005: | | |
| -Deposits for the time period of April 2003 through December 2004
| ~ were reviewed, and’included in these dep‘osits" were ehecks from
_“AEIT?’ to “Educational Services}”. Records indicate that over |
$30,000.00 in checks were deposited to the account. According to a
- letter addressed to the Bank of Fairﬁeld, dated March 20, 2002, and
bearing the signatureof Hei'd_i LOrhan, “Saint Regis University”,
_ “Advmcedﬂ”, “OTVC” (i.e., “Official Ttanscript Ver}iﬁcation
Center"’), and “Evaluation and Endorsement” are subsidiaries of
- AEIT. |
Blake Carlson 1s listed as the Provost of Saint'Regis University
- 127. On 3/21/05, Investigator J amesTilley, USAO, reviewed the records
received from Martha Hennebry, Director of Membership, American Association

of Collegiate Registrars and Admissions Officers (AACRAO). Recotds indicate
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| “Saint Regis Universitymappl'ied_ for AACRAO Institutional membership in Mety |
2003 with credit card’payment of $350. The narne on the credit card was “A+
Institute.” The applieation was denied becanse “Saint Regis,Uniyersity” did net
qualify for AACRAO Institutional membership due to the requirement that
1nst1tut10na1 membershlp into AACRAO is only open fo post—secondary degree- '.

, grantlng institutions accredlted by an accrediting agency recognlzed by the
-Councﬂ for H1gher Edueetlon Accreditation (CHEA). One of the contact persons
on the apphcatlon for “S‘amt Regis University” was “Blake Carlson,»Provost 73
Carey Street West ng S&G Building, 1000 Monrovia 10 L1ber1a West Africa,
nfo@samtreglsedu org G

‘Blake Carlson and Rlchard Novak

128. As prev1ous1y descnbed on 7/7/05, Your Affiant and other Specml Agents ‘
met in a U/C capacity wrth Richard Novak in Washlngton, D.C. Richard Novak

" had previously agreed to meet with Your Affiant’s U/C “business group,”

representing themselves as a fictitious “diploma=mill:*During-this U/C meeting
and surveillance operation, Richard Novak confirmed previous Statements that he
had made to U/C SA Ross indicating that he has an extensive history of

“consulting” for other “diploma-mills.” Novak indicated that he has worked for
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numérous.“diplo.ma—mills,” providing,.serviceslincluding the creation. of fictitious
| documénts, és well as éOOrdination of illegitiniate foreign government
“recpgnition” and false “accreditation” documents.
' 129. Téléphbne records received from Verizon Wireless indicate..there were
1 fburteeﬁ (14) teléphone calls between 2/10/05 and 6/16/05 from Richard Novak’s
| cellular telephone number (602) 524-8758 to Blake Carlson’é cellular telephone
" number (509) 710-0215. | | |
130. ‘Copies. of archived computer records from a previously active wéb site for
“‘St. Régis Uniyersity” were provided to the USSS Spokane RO on 5/10/05 By Dr.
B George Gollin. One of the archived documents lists both “Dr. Blake Carlsdn”
@d 4’Dr. Richard Novak” on the “Faculty” web page. “Dr. Blake Carlson” is
listed as “Saint Regis University’s Provost-and Chiéf Academic Officer”. The
.sam’e “FacultY” web page indicates tﬁat Carlson “has éaméd a bachelor’s degre¢

in business, and the master’s and doctorate degrees in business and organizational

—————management. "Dr.—Gaflsenli-srfurﬂlerdeseribed;asﬁee~founder.of World Chapel
Ministries dedicated to the mission of helping Christians through their life
experiences, missions and ministry attain valid, government recognized degrees,

 ordinations and certifications.”™
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131. Record -inquiries conducted on 5/10/05 via Www.BKNIC.net , revealed the
“domain of WWw.dvistancedegree.edu.p‘ k is registered to “Saint Regis UniVersity”, |
and that the “Main Contact” for the domain is “Dr. Blake.” |

Meeting s at The Davenport Hotel B}etW‘een Blake Carlson, Ster'e Randock,

Richard Novak and Others

- 132. Records obtainet:i; frem The Davenport Hotel, 10 S. Post Street, Spokalre,
WA revealed that on 1(‘2'/.'3“1/03 and 1/ 1/04» Steve Randock, 3127 River Gten

| Colbert, WA, was a guest at the hotel in room #1006. The records also reﬂect
that add1t10na1 charges to Steve Randock’s room bill included charges for room
#1002 which records re’ﬂect was assigned to “Rlck Novak”, and also room #1009

o . which records reﬂec-t-was'assigned to Doug Lorhan. ‘Hotel records further |

indicate that in the ;‘iCIOiIrlments” section, there is anotvation that reads: “Needs to

have a room with tub. Woald like as close as possitnle tokLvorhan, Carlson, and

Randock party.” | |

Academic Credential Assessment Corporation (ACAC)

133. On 2/23/05, Investigator James Tilley, United States Attorneys Office,

requested a business report from Lexis Nexis on "Academic Credential

Assessment Corporation” (It should be noted that during a u/IC ptil'clrase of a
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| fraudulent "degree” from "J ames Monroe University-,-"- an accompanying
document received w1th the fraudulent "degree" was a letter from " Academic
Credential fAssessment Corpbration, 123 W. 1st Street, Suite 675, Casper, WY,
and P.O..Box 2264, Casper, WY, indicating that the‘accompanying "degree" is
: certlﬁed as being "Equivalent to a US Reglonally Accredited Bachelor of Arts"
- degree) The report revealed Academlc Credential Assessment Corporatlon
* was incorporated on 4/12/04 in Wyoming, 1ncorp0rat10n number 2004004649521
va.s a for_proﬁt __corporation. The registered agent is identified as 4Gusta Inc., 123
W First St, Suite 675, Casper, WY 82601. The corporation address is listed as
VG.D. Jalii, 123 W First St, Suite 675, Casper, WY 82601.
134 On 2/25/05, Your Affiant contacted SA Corbln Rowe, USSS (Cheyenne
* Domicile), regarding any information he may have regardlng the ' Academlc

" Credential Assessment Corporation”, 123 W. First Street, Suite 675, Casper,

Wyoyming and P.O. Box 2264, Casper, Wyoming. SA Rowe stated he made an

inquiry with a local postal employee who advised that P-:O: Box 2264 is rented by
Guillermo B. Jalil, President of 4Gusta Incorporated, 4962 Apple Drive, Redding,

PA 19626, (610) 404-0406 and (307) 235-2580.

135. SA Rowe stated that he had also spoken with Ken Gassen, Investigator,
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Wyominé Statesecretary“ofState's Office, 200 W;'¥24th-St=reet,- Chejenne, WY
| 82002 '(307.)7-77-5349 regarding the office spac'e at. 123 W..First Street, Suite
675, Casper Wyoming. SA Rowe stated Gassen is very knowledgeable about |
| that ofﬁce space as he has been in the ofﬁce on pnor occasions. SA Rowe stated
| Gassen 1nforrned him that 4Gusta Corporatlon is the business at that suite, and
N that 4Gusta Corporatlon 1ss1mp1y a registered agent bus1ness for aoprox1mate1y
. four hundred (400) other corporatlons wishing to have a business address in the
state of Wyoming. SA Rowe stated Gassen also informed him that the |
~"Academlc Credential Assessment Corporatlon is likely one of the 400
aforementioned busmesses? and that 4Gusta Corporation would 11ke1yon1y have
" minimal amount of reoord’s on "Academic Credential Assessment Corporation,"
which would likely only oontain a list of "Academic Credential Assessment R
Corporation’s" officers and an address where 4Gusta Corporation should forward

‘ any of "Academic Credential Assessment Corporation's' mail.

Mall Cover at 3127 E. Rlver Glen, Colbert Washmgton Reveals ACAC Sent
Letters to Steve Randock . , .

’136 A ma11 cover estabhshed on 1/20/05 at the res1dence of 3127 E. R1ver Glen,

Colbert,_WA, revealed the following items of mail: multiple 1etters from GD Jalil,
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123 'W. 1st St., Suite 675;"Casper;'WY (The m&il fOrWarding location and

' fegistered agency for the fraudulent accreditation agency of “Academic

- Credential Assessment Corporation™). These letters were addressed to Steve

Randock at 3127 E. River Glen, Colbert, WA.'

- Offshore Account Lists Address of 3127 E. River Glén,v Colbert, Washington

137, On 6/23/05,. the USSS Spokane Resident Office received records from
" PriceWaterhouseCoopers, 1809 Barrington Street, Suite 600, Halifax, Canada,

- regarding two overseas bank accounts at Banc Caribe set up in the name of "St.

Regise University (AEIT Peer Degree Pfograrrl) Graduate School." Records
indicate that Dixie E. Randock and Steven K. Randock, E. 3127 River Glen,
Colbert, WA are listéd as the "Account Owners." Records also indicate the

accounts were opened using Dixie and Steven Randock's United States passports

as identifications.

138. Another document received from PriéeWaterhOuseCoo’pers régarding the
bank accounts "St. Regise University (AEIT Peer Degree Program) Graduate

: School", was a notarized " Affidavit of Indebtedness" signed by Steven K.
R@dock on 11/12/04. In the notarized Affidavit, Steven Randock stated he was

the "President of St. Regis UniVérsity," and that the checking account balahcc

Affidavit of Senior Special Agént John E. Neirinckx, IT |
104 of 137 | -

Spokane_final .wpd




!

was $104;290.00 with deposits in transit of $91,255.31 as of 9/ 16/0‘3-,.

| De.tails.of Money Lanndering Investigation |

| | 139 SA Davrd Benscoter, Umted States Department of Treasury, Internal

Revenue Serv1ce Criminal Investigations has advised Your Afﬁant that he has
been conducting a financial investigation of Steven and Dixie Randock. Your

_' Affiant is aware that SA Benscoter is a trained and experienced fmancial :

_ in\testigator who has worked on numerous tax fraud'and money laundering
investigations during hisifif}teen-plus year career with the IRS. SA Benscoter has
'advised Your Afﬁant thathe has reviewed and analyzed thousands of bank
records durlng the course of his IRS career. SA Benscoter has advised Your
’Afflant that 1nd1v1duals who are involved in crlminal activity frequently open and

maintain accounts in norrnnee names, use nominees to conduct their finan01a1
transactions, conduct their financial transactions in a manner to conceal the
source, nature, and disposition of the proceeds der‘isfed from their criminal
activity,_ and"operi‘and rnairitaiif 'domTé'sticrandoffshore;bankaceount&f SA —

R Benscoter has advised Your Afﬁant that he has identified at least ten (10)

domestic and foreign financial accounts, which are controlled by_'the Randocks

and Heidi Lorhan. Heidi Lorhan is an emplo'yee of Dixie and Steve Randock and
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is beiieyéd to be the daughter_ of Dixie Randoék. ~SAvBenS-¢oterfhas ‘advised Yoﬁr
- Affiant that he has réviéwed all available ﬁnancial records for the kﬁown |
Raridqck—controlled accounts, including sighatufe cards, wire transfer; deposit
' items, ca.ncélled checks, aﬁd monthly stétements. |
~ 140. SA Benscoter advised Your Afﬁant that Steve and Dixie Randock have
. cre_ated a trust known as “Childrens Future Trﬁst.” SA Benscoter advises that his |
~ analysis of the accounts réveals that Dixie and St_eveh Randock are using
Childr¢n’s Future Trust as a nominee aécount to place assets and pay personal .
- living expenses (for example, the Randock’s personal residence is held in thé
| name Qf the trust and their mortgage is paid from a bank account held in the name
of the trust).
141. Documents reveal that He1d1 Lorhan and Steven K. Randock have s1gnature
~ authority over three accounts at the Bank of Fairfield located in Fairfield, WA

_ These three accounts are held in the name of AEIT, A+ Institute, and Children’ s

Future Trust

Analysns of AEIT’s Domestic Bank Account 601 18759 at Bank of Fairfield
142. SA Benscoter stated that he has reviewed account # 601 18759 at the |

Bank of Fairfield held in the name of AEIT from the time period 1/1/01 through
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| 12/31/04 and determined that Heidi Lorhan and Steven: K. Randock har'e sole
| s1gnature author1ty over this account The Randocks appear to be using thls bank'
account to deposit receipts generated from the internet sale of “degrees a_nd “
:related merchandise. AcCording to SA Benscoter’s review of the deposit items
(other than transfers) to this AEIT account, beglnnmg on 1/5/01, depos1ts items
| appear to be exclus1vely from the sale of d1plomas and d1ploma—related
' docurnents (such as transcripts). SA Ben_scoter explained that it appears that the
“degree” purchasers fre"diiently paid forvthe “degrees” by check. A representative
sample of some of the 1tems deposited into the AEIT account 1nclude
-On 9/13/02, a check from Stokely Hall for $691 payable to “St.
‘Regis Unlversn_y"f AWas deposited. According to ‘the “for” section of -
the check, it .w.as'for payment of “tuition.”
-On 8/ 1/02,‘ a check for $1,100 from Williarn Beana payabie to
‘ “Saint Regis University”, was deposited. According to the “for”
section of the check, it was for paymentof “bachelors/masters
-degrees.” | .
-On 10/3 1/02, a check for $1,395 from Alice Basnight was

deposited. According to the “for” section of the check, it was for
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‘:——;payment of- “combo bachelors/master degree:sf.— i e
| -On 11/2/04, a check for $3‘5 from Georgé Llicey was depositéd.
The check bore the» notatiOn that it was for the paynient of o
“transcripts.” |
- Qn 12/24/04 a cashier check for $451 was deposted. It cbntained K
~ the nqtation( “Valery Walker HS’ & Asso:c W/ report Qf equivAt‘o US
Diploma.” | |
143. SA BenScofer advised that the foregoing items were only a fe’w}e)}(amples of |
the numerous check items that were deposited .»'into the account and which appearv
| to constitute payment for the purchase of “diplomas” and associated fees charged
by the Randock-controlled internet entities. He adviSed there are numerous othef
check deposits s.imil'a;r‘té‘the above éxamples. .. T }. N |
" Analysis of AEIT’s Account (# .267.1234028.80! af_ Cardservice Internatiohal_.
144 SA Benscoter aléo reviewed ﬂnanciai fecord‘s for account #- N
267123402880 held in the name of “AEIT,” at Cardservice International, also
known as First Dafa. SA Benscoter advised that according to Paula Cafrasco, of
Cardservi¢e International, First Data is the parent company of Cardservice

Int_cmational. Ms. Carasco stated that merchants contract with Cardscrviéé
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. ;I_nternational to-process their credit transactions. Ms. Carasco said stores and

' intemet’ merchants use Cardservice Intemational to accept c_r'edit transactions

" from buyers of merchandise or services. She stated that Cardservice Intemational |

, accepts money on behalf of merchan_ts who have opened an account with them,

| rout_es‘ tne money through Cardservice International’s own bank account, and then

 transfers the money totlte‘merchant_’s account.. | According toAAEI'Iv"s account

, application, Dixie and Steven Randock are the signers for the Cardservice
International AEIT account. The Randocks directed Cardservice International to
send any receipts it ;rec‘e:i_/\}es on AEIT’s behalf to an:accou"n't held in the name of
AEIT (account # 601 18759) at the Bank of Fairfield. SA Benscoter advised that
‘he compared several months of Cardservice Intematlonal monthly statements for
the AEIT Cardserv1ce Intemat10nal account (#267123402880) with depos1ts
made to AEIT’s Bank of Falrﬁeld account (account # 601 18759) and conﬂrmed
that the transfers from the Cardserv1ce International account were made, as |
indicated.' The“transfers from Ca.rdservice Internatienal—appeared on AEIT’s

- Bank of Fairfield .account monthly statements under the name f‘merchant Bnkcd
BC deposit 267123402880." Tn addition, Cardservice International provided

correspondence to investigators that was sent from AEIT when “charge backs”
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(disputed charges) were. méde_:..,.AEIJLprQyided,,documentation to ‘Cérdsewiée
Intemaﬁonal that the chargés were accurate. SA‘ Beﬂscoter‘ has revieWed the
documentation which includes invoices‘andvcopies of e-mails regarding the sale
. of diplomas‘ énd diploma charges. Such words as “BA/Master Combo,”. |
‘;Master/Business Management Accounting,” etc., appear on the invoices and e-
. | mails. SA Benscoter advised that it is his belief that all deposits to the
: Cardsérvice International account are from the sale of “diplémas” and “diploma”

products (transcrlpts etc.).

_$1 6 mllllon Depos1ted into AEIT’s Account #60118759 at Bank of Falrfield

‘ .145. SA Benscoter advised that during the period 1/ 1/01 through 12/3 1/04, over
$1.6 million were deposited to AEIT’s account (# 601 18759) at the Bank of
‘Fairfield. SA Benscoter further advised that approximately half of the de;poSits

~ }appear tovcom'e from income from the sale of fraudulent “diplomas” and |
“diploma” products and the other half of thé deposits are tran'sfefs from anéther

: rRandeek-c—entrolled account,-held in- }the name of “A+ Institute.”_

Analys1s of Additional Offshore and Domestlc Accounts Belng Used By the
Randocks ‘

146. SA Benscoter’s financial investigation revealed that other bank accounts
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_controlled b); the Randocks include account # 3286282052 at ,Wells Fargo Bank
‘in the name of “AEIT” located in Las Vegas, Nevada, and two offshore accounts,
# CK-100941 and #SV-200084, at Banc Caribe, located in Roseau, Donlinica, in

“the name of “Saint Regise University »(A‘E'IT Peer Degree Pro grarrr) Graduate

~ School.”

147. SA Benscoter ad‘v"is‘ed that he re.Viewed recordsv obtained frorn Banc Caribe

- located in Roseau, Don;rhiea regarding two accounts held ih the .name of “Saint
Regiee University.” D;orrri:hica is located in the Caribbean, southeast of the.
Dominican Republic. flif‘he}“records reveal that Dixie and Stevenﬁ Randock have
sole signature authority rortwo offshore accounts held in the name of “Saint

‘ Reglse Un1ver81ty (AEIT Peer Degree Program) Graduate School” at Banc
Caribe. In addition, both lere and Steven K. Randock used their U. S passports '
as identification to open the Banc Caribe accounts because copies of each

: indiyidual’s passport was ,contained in the bank records. | According to the bank
staternerlts, over $250,000-was depos-ited»~to-~t—heseaeeounts-during '2002.. SA
Benscoter stated that it is hiS understanding, after speaking with an IRS agent
stationed in the Carribean and FBI agerrts [amiliar with Banc Car_ibe, that .the.

bank has been closed by the Governmerit of Dormninica because it was suspected
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of laﬁndéfing' money, and oV¢r $_250,000 currently'ili the R.'_:mdock’s. accounts has
- Abeen frozen. Accordfﬁg to the bdnk statements,vnea'rly all the money-‘sent to the
g Randocks’ Bgnc Caribe accounts came from Worldpay, a “gateway” company
- thét t:ran.sfers money from.‘ internet buyérs and sellers. In addition,v Ba‘r_lc C.aribe
recérds indicate that on Sepfember 24, ,2002’ a $50,000vwire tranéfe’rﬁom _
* Randock ac‘count CK100941 was rhade to an aﬁothér voffshqre accoimf
© (104000602405) held m the name of Steven and Dixie Randock‘at Loyal Bank |
lno'cated‘ in St. Vincent, West Indies. |
Analysis of AEIT’s Worldpay Account
| 148. Oﬁ 4/20/05, SA David Benscoter reviewed records obtained from

Worldpay (21355 Ridgetop Circle, Suite 250, Dulles, Virginia, 20166) account

10604197 in the name “AEIT” for the time period April, 2002 through February
1 2005. W orldPéy is a gateway company that accepts internefcrédit card payments

from the buyefs of a product or service and sends them to the sellers of a product

or service. The signature card indicatés Steve and Dixie Randock are the signers
for the AEIT Worldpay account. According to Worldpay re_cords, Worldpay
transferred monies from the AEIT account at Worldpay to account number CK-

100941 at Banc Caribe from 2002 until eaﬂy 2003. As stated préviously, |
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doeunrents obtained from Banc Caribe reveal that Steve and Dixie R_andock have

| signature authority over account number CK—100941. It is also known, fronr

- Banc Caribe bank statements, that Worldpay deposits appear in the Banc Caribe |
account ‘beginning July 23, 2002. The'. last Worldpay deposit to the Randock’s
Banc Caribe acceunt occurred on J anuary 31, 2003. Worldpay,records indicate
that over $250,000 was. rece1ved and sent to the Randock’s Banc Canbe account
in 2002 In August 2003 the Randock’s changed the1r Worldpay rece1v1ng bank
from Banc Caribe to Wells Fargo Bank account #3286282052 located in Las -
Vegas, Nevada.

149. SA Benscoter adtdSed that from his financial investigation he believes that
‘dep031ts to the AEITWorldpay account are from the sale of fraudulent
 “diplomas” and “d1ploma products from “St. Regis University” and other s1m11ar '
Randock-controlled internet “schools” which sell fraudulent degrees. A rev1eW |

' of‘the .records_ reveals that many of the sales are to individuals loeated outside the
U'n“lted States: “‘S'A'Bens“coter "advi‘se'd"that~hev-be-1»'ievestheseesa-1es' c‘onstitute
payment to the Randocks for the sale ef frauduient “degrees.” It s known from
}the review of other financial account _reeords that many “degree”. purchasers have

- addresses outsvide the United States. Second, 'althoughd none of the individuals

- Affidavit of Senior Spe01a1 Agent John E Nelnnckx II
113 of 137 | .

Spokane final.wpd




making purchases threugh Worldpay~-have been contaeted; some of ;hé names of
.pl’1rchasers were found.on the intemet. One sucn inciiVidual was Anne Cronvich.
: Wh‘en her name was run through an internet search, a resume \ivas fo_und at
: wWw.privatelessons.com»; Cronvicn lisfs on her resume that she nasan “MF A

- Musical Theater, St. Regis University- Life/Work EXperience Degree.” She also
| - .lists"‘D.M.A. Vocal Pedagogy, St. Regis University- Life/Work Experience }

- Degree.” Worldpay records indicate Anne Cronvich.paid$2,,996 to “AEIT”
.through Worldpay. Another name researched through.the internet was Harris .
Crumpton. According to .Worldpay rechds, Harris Crumpton paid “AEIT” |

B $1,220. On' 5413-05, SA David Benscoter spoke with Tom Justus. Justus is ihe'
SuPerintendent for the school district in Virginia that employs Harris Crum'pton. |
Justus stared that during the summer of 2004, Crunipton“was ‘hired to be a |
 principal at one of the pubiic scheols. Justus eyersees. Mr. Justus stated that the
“ Commonwealth of Virginia has not recognized the certificate that Crumpton
provided when he became principal. Mr. Justus-said this “degree” was issued to
| Crumpton by “St. iiegis University.” J ustus said the degree Crumpton submitted
vwas apparently recognized by Liberia. SA Benscoter stated that based on thé

above evidence he believes the Worldpay account is being used substantially to
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| 'v-tréins‘fer »‘moneyffrom“‘degrée” purchasers to the Randocks. -
'Analysis of kAEIT’s Wells Fargo Aécount |

150. SA Ben‘s:coter advised that he has reviewed records for a Wells Fargo
| account'(#328;6282052) held in the ﬁamé of “AEIT, Inc.” The account is located
in Las \}egas, Nevada.‘. The account is being used by Steve ahd Dixie Randock as
:a rePOsitory for procecdS‘ ‘collected frofn the séle of fraudulenf “degrées” and
, “dipldma;’ pfoducts Séﬁature authority for thié account is held by Dixie and
Steven K. Randock. SA Benscoter advised that over $330,000 was dep051ted 1nto
this account during. the perlod September 23, 2003 to March 3, 2005 The records
reveal that nearly all_thq momes deposited into this Las Vegas account came from
ihcAEIT World'pay‘ xac_v'c"o'l'mt.

Analysis of Paypal Records Regarding Dixie Randocks’s- Account————

151. SA Benscoter reviéWed records for Paypal account 1714368473394202564
: held‘in the name of Dixie Raﬂdock (using the e-mail address of: |
“péyments @'saintireg' isédu~;‘org—).~Paypal~isa—c—empaﬂy—t-hat~~tran-sfers money over
- the internet, usuaily from bﬁyers of producfs or services to the sellers. SA
Beilscoter stated that, according to the “Account Homé” file supplied by PayPal,

- over $187,000 has been deposited into this account since inceptidn. The
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" between December 1‘2,. 2001 to January 2, 2005.‘ SA Benscoter ﬁoted that the

: bank acéount aSsociatéd with this PayPal account is “AEIT” at Bank of Fairfield,
aécount :#601 18759. S.ign.ature authority for the PayPal account ié Dixie’ |

~ Randock. SA Behscoter stated that he reviewed the “Slibjecf” _co.lum'n in the

. .tra‘n'saction log for this account. This column indicated numerous payments to

3 Dikie Randock wére for the purchase of “diplomas” }and 6ther academic
Credentials. For example, on Decexﬁber 29, 2004, a pﬁyment was réCeived with
the notation “AA degree”; on January 1, 2005," a paYment was received with the |

- notation “MBA 3.5 and on J anuary 2, 2005. a payment was received with the
notation “High School diploma 3;8.”- SA Bénscoter stated that in reviewing the
withdrawals from this account regularly he‘realiied 1hat~-Bi-xié~Randock did .not

' vhave the money from this account transferred. to AEIT’s Bank of Fairfield .

“account. Instead, withdrawals from Dixie Randock’s'PayPal account were

*a“jjparéﬁtly“linked to a-debit-card: This debit-card-was-used-in-three-ways: (1)

payment for goods and services such as hotel rooms (i.e. Davenport Hotel in

| Spokane, WA) or shoe purchases' (i.e. www.shoes.com ); (2) taken as cash from

ATM machines, or (3) used to pay bills (Google adwords, Crystal Graphics, Inc,
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‘Suspected Money Laundering Transactions -
152 Subpoenaed bank records show that on May 24, 2004, check #1 161 made |

, payable to D1x1e Randock in the amount of $20,250 for ¢ comrmssmn ’ was
“ f_ deb1ted from AEIT’s Bank of Fairfield account. The back of the check indicates

it was cashed or dep081ted at Us Bank It is known that Dixie and Steven K.

, Randock have account # 1 -535-0234-5942 at US Bank. A dep051t of $20 250
was made to thlS account on May 21 2004. On August 10, 2004 a check for
$18,000 from “Canyon College” of Idaho was deposned into the AEIT account.
) Accordlng to the memo hne on the face of the check, it was for “renewal of
B NBOE accred1tat10n

153, Regarding the Randocks’13anchar1beﬂaccountthe Randocks: conducted
financial transactions, in their checking and savings accounts, 1n amounts over |

"TE‘I‘O;OOO‘on‘“four occasions; as -follows: e

-on 7/23/02 there was an incoming wire of $52;OOvaro-r—n—Wor-ldpay-;w
- on 8/2/02 there was a transfer of $50,000 from che'cking to suVings‘ account;
- on 1/2/03 there was a transfer of $100,000 from checking to savings account;

- In addition, it is known that the aforementioned $50,000 was sent to the
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. Réndocks from their Banc Caribe account, via f‘outgbing ‘wire” on 9;24-02.
- Accofding to Banc Caribe récOrds, this $50,000 was wire transferred to account #
| 104000602405 held in the name of Steven and Dixie Randock at Loyal Bank in
Sf. V.incent,}V.Vest Indies. | -
~ 154. Not all records regarding the Randocks” Wélls Férgo accoﬁnt have; been
, vre}ceived as of this ciay. | Hb_wever,}the bank statements which have been reviewed o
| - reveal there weré at ﬁlea.lst nine transactions, over $10.,OOO, involving the
Randqcks’ Wells Fargo accouﬁt. The following are the known monétary S
tranSaétions by the Randocks which are over $10,000: |
_ wire transfer deposit of $194,638.88 on 11/13/03 from Worldpay Inc.
- wire transfer deposit of $12,495.92 on 11/28/03 from Worldpay Inc.
- check #1003 withdrawal of $32,300-0m 3/22/04 written to Wells Fargo
- purchaseof—$30—,-000 Cashiers-Check # 0699904031 on 3/22/04 and

-——— -made payable to-Adept Escrow-
- wire transfer withdrawal of $15,000 on 5/4/04 to Wachovia Bank
NA BNF = “Academic Credential Assessment Corp”

- purchase of Cashiers Check # 0699904031 on 7/12/04 for $30,000
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payable to Internal Revenue Service

- 'wire.transfer withdrawal of $31,1 19.56 on 7/ 13/04 |

- - check #1009 withdrawal of $30 000 on 7/13/04 payable to Wells o
Fargo Bank | | |
- wire transfer withdrawal of $20,000 on 10/4/04 to “Un.icn' Bank of |
California BNF = Abdul Kalaam Azad :

- check #1018 w1thdrawal of $60, OOO on 11/ 10/04 PAYABLE TO

Wells Fargo Bank
- purchase of Cashlers Check # 0171502756 on 11/10/04 for $60,000

payable to Internal Revenue Service

. wire transfer w1thdrawal of $17,500 on 11/ 16/04 to Ecobank

155. The financial 1nvest1gat10n reveals that the Bank of Fairfield AEIT acconnt,
BanC‘Caribe“‘Saint Regise” checking and savings accounts, and Wells Fargc
AEIT, Inc. account w_ere ut‘ilized*t(rdirectlyreceive'pro-cee'ds'from the internet
sale of fraudulent» degrees and other acadeinic credentials, (thus'money |
representing the proceeds ofa speciﬁed unlawful activity, i.e.,‘_wir_e fraud acts).

Therefore, Your Affiant believes there is probable cause to beli_eve that these
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1957 (Money Laundering). |

- Details of Crimilial Tax Investigation

| 1_56. SA Benécoter stated that he has ,revievs./ed checks from the Steve and Dixie
: .Ra'ndock’s AEIT account at Bank of Fairﬁeld in 2001 ahd 2002. ‘SA Benscoter
' detefmihed that oVer $33,000 in checks had bee_n written to Heidi Ldrhan from
' that account in 2001 and 2002. SA Benscoter further advtsed that she received |
3 over $4,900 in 2001 and $28,000 in 2002. Some of the checks had notations on
them such as “comm” and “15%..” Based on his experience, ‘SA Benscoter
| helieves that “comm” is a shorthand way of designating that the purpose of the

checks was for the payment of “cominission” to Heidi Lorhan and that “15%”

indicates her percentage of “commission.”

- 157. SA Benscoter conducted trash pickups at Heidi Lorhan’s residence located

at 14308 East 22nd, Veradale, Washington (new known as Spokane Valley,
Washfﬁét?ﬁ)f‘ On February 24, 2005, and March 17, 2005, SA Behscoter found
venvelopes from “AEIT, 601 East Seltice 'Wéy, B-8, Po}st' Falls, 1daho, 83854"
which were addressed to “Heidi Lorhah, 14308 East 22nd, Veradale, WA.

1 99037.” On March 17, 2005, SA Benscoter also discovered in the trash an
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invoice that appearS"fo 'rep"resent commissioné paid to Heidi Lorhan. | SA

Benscofer believes that the envelope from AEIT con’eained the invoiee.
| Randock’s Loyal Bank Account |

158. SA Benscoter noted that Steve and D1x1e Randock wire transferred
$50 OOO in income from t.helr Banc Caribe account to Loyal Bank in St ‘Vincent,

* West Indies, on September 24, 2002 SA Benscoter rev1ewed the Loyal Bank

~ website and learned that one of the advertised benefits in hav1ng an account with
Loyal Bank is the account-holder s ability to use an offshore debit card. SA
Benscoter is familiar w1th the use of offshore deb1t cards by individuals who
attempf to hide i income frem the IRS. Having an offshore debit card enables t.he
}.account-holder to route pre—taxed income to an offshore account and then use the -
debit card to access (spen&)‘ the money. As a result, such an offshore deb1t cerd | '
-aceount-holder will nof have unexplained income flowing through his/her |
"~ domestic bank accounts in thé“’e‘veht that he/she would-ever be-audited by the
IRS. According to an e-iﬁéil“ da“fed3723/05“fﬁ)*m4‘ﬁix1e”“ f

forwardinfo @university-services.net and sent to Vedmurthy Sarvotham at

amved @hotmail.com, Dixie Randock instructed “Ved” that the credit card, debit

card, and checks must not be in she and Steve Randock’s name but must be in

'“""‘Afffidhvi't"Gf‘Séﬁio’r‘"Spec‘ial "Agent John E. Neirinckx, II -
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"‘Ved;é”"name and the-cards must~‘be given to Dixie and Steve Randpck to use.
Dixie Randock also ihsfrucfs “Ved” that she and Steve Randockv“ma.ke the money
décisions and'should be the only ones to make purchases, transfers, payments,

' etc., lin1¢ss [Steve and DiXie Randock]. . . have authorized them to be méde” by

© Ved. Dixie Randock further explains that she and St'ev_é Randock “[s]ometimes
need to register'a domain or buy something for the schools and we do not want

- our name on it.” Stephen@advéncedu.org was ébpiéd on the e-mail to “Ved.”
The Internet | |
159. As part of Your Affiant’s training and experience, Your Affiant has

| become familiar with the Internet, which is a network of compﬁters that
individuals and entities can ﬁse to gain access to a wide variety of information; to
send infoﬁnﬁtion to, and receive infdrmation from, othér iﬁdividuals; to c_onduct

" commercial tfansactions; and to c’ommunicaté via electronic mail ("e-mail"). .An
individual who Wants to use Internet e-mail ;mus't--ﬁrst obtain-an-account with a
cbmputer that isv linked to the Internet - for example;-throu ghvamuni-versity,. an

| emp10yer, ora corﬁmercial service - which is called an "Intemét” Service
Provider" or "ISP." ‘Many ISPs assign éach subscriber an account naﬁlé, known

as an "e-mail address,” an e-mail mailbox, and a personal password selected by

~ Affidavit of Senior Special Agent John E. Neiﬁnckx, I
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i

the subsc‘ri‘ber. By u.sing""a computer equlpped--with a telephone or c_ahle'modem,
‘the subscriber can establish communication with an »ISP over a telephone line or -
through a cable system, and can access the -Internet by using his or her account |
name and personal passWOrd Once the individual has accessed the Internet, he or -

she‘ can use Internet mail services, 1nc1ud1ng sendmg and receiving e—ma11 In
‘addition, the individual can visit web s1tes which are locat1ons on the Internet

‘m

that offer information, se_rViCes, or goods.

Searchmg and Se1zmg Computers

160. Based upon Your Afﬁant s training and experlence consultatlons w1th

‘experts in computer searches and Your Affiant’s communications w1th other law
'enforcement agents vvho have been involved in the search of computers and
retrieval of data from comr)uter systems, Your Affiant knows that searchlng and
‘'seizing information from computers often requires agents to seize all electromc
storage devices (along with related peripherals, software-,-doc,umentatlon-, data
securityi devices and passwords) so that qualified computer expert in a laboratory
or other controllcd environment can more accurately analyze such evidence. This

is true because of the followmg

Volume of evidence: Computer storage devices (such as hard dlSkS
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| d1skettes ‘tapes, laser disks, CD- ROMs DVDs, and Bemoulll drlves)
can store the equlvalent of hundreds of thousands of pages of
- information. Additionally, a suspect may try to conceal criminal
- evidence by storing it in random order with deceptive file names or
deceptive file extensions. ’lhls may requ1re searching author1t1es to
| examme all the stored data to determme wh1ch particular ﬁles are
evidence or instrumentalities of a crime. This sort1ng process can
take weeks to months, depending on the volume of data stored. ‘It _
would also be impractical to attempt this type of data search on site.
}Te.chnical requirements: Searching computer systems' for criminal

evidence is a highly technical vproeess, requiring expert skill and a

properly controlled environment. The vast array of computer
hardware and software available requires even computer experts to

‘'specialize in some systems and applications, s0 it-is difficult-to know

before a search which expert is qualified to-analyze the-system and
its data. Inany event, data search protoools are eXacting‘ scientific
procedures desi gned to protoct the 1ntegr1ty of the evidence and to

recover even hldden erased, compressed password-protected or
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t

" errcrypted files. Since computer evidence is e)rtremely'vulnerable to .
ihadverteht or iritentional modiﬁcation or destructioh (both frorn
external sources or from destructive codes embedded in the system,
such as a "booby trap"), a controlied environment is 'essential to its
_,complete and accurate analys'is.

Search techmques The analys1s of electronically stored data may
entail any or all ot several different techmques Such technlques
may include, b1‘1t aremnot limited to, surveying various file
"directories" andthe individual files théy contain (Which is
analogous to 'lookin_g at the outside of a file cabinet for the pertinent
.ﬁles in order to | too'ate the evidence and instrumentalities authorized
for seizure by thesvarrant); "'opening"‘ or reading the first few = —
"pages" of such‘f'iles in order to determine their precise eo‘ntents; '
"scanning" storage areas to d1scover and‘poss1blyrecoverrecently
deleted data; scannlng storage areas for deliberately hi'dde,n‘files;*or

, 'performmg electronic "keyword" searches throu gh all e]ectromc

storage areas to determine whether occurrences of language

contained in such storagc arcas exist that are intimatel,y related to the
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sdbject matter of the investigation. - e
vPreri‘pheral' devrces: The peripheral devices, which atlow users to

- enter or retrieve data from the storage devices, vary widely in their
compatlhlllty with other hardware and software. Many system

- | storage devices require partlcular input/output (or "I/O") devrces in

order to read the data on the system. It is important that the analyst
be ahle to properly re-configure the systern as:it noW Voperates in
_order to accurately retrieve the evidence contained therein. In '
addition, the analyst needs the relevant system software (operating
‘system, interfaces, and hardware drivers) and any applications
| software, which may have been used to create the data (whether
stored on hard drives or on external media), as well as all related

| | instruction manuals or other documentation and data security

: ‘devices. If the arlalyst determine‘s"thatthe I/O 'devices; software,
documentation, and data security. devices are not necessary to -
‘retrieve and.preserve data after ivnspection, the government wili :
return thern within a reasonable amount of time. |
Magnetic storage devices and CPU: In order to fully retrieve data '
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from a computer system, the analyst-also nee‘ds al»l;magnetic_ storage
devices as well as the central processing unit (CPU). Further, the
- }analyst needs all the syste'rn software i(‘operating system or interfaces,
and hardware drivers) and any applications software that may have |
been used to create the data (WhetherISto‘red on hard drives or on
external media) for ‘proper data retrieval. |
161. Based upon Your l&ifiant's knowledge, training, and experience; as well as
| the knowledge trammg, and experience of SA Paul Kemppainen; that 1nd1v1duals
who are engaging in fraudulent activities over the mternet utilize computer |
systems to receive, send 'and store e-mail messages, communicate with
| assocmtes store b1111ng, expense and asset information, and store 1nformat10n

about degree purchasers and other related business information, it is my belief

that any number of documents sought in this aff1dav1t may be found stored

' electronically.
In this investigation, the warrant application requests permission to search and
seize files, including those tliat may be stored on a computer. Tlris affidavit also
requests permission to seize the computer hardware that may contain any such

files if it becomes necessary for reasons of practicality to remove the hardware
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| and conduct a-search off-site.
162. Your Affiant Knows that computer hardware, software, and electronic files
may-be 'important to a criminal investigation in two distinct ways: (1) the objects :
_’ themselves may be contraband evidence, mstrumentalltles or fruits of ci crime,
: " and/or (2) the objects may be used as storage devices that contain contraband
B ,' ev1dence instrumentalities, or frults of crime in the form of electronlc data. Rule
41 of the Federal Rules of Criminal Procedure permits the govemment to search
for and seize computer hardware, software, and electronic files that are evidence
of crime, contraband, instrumentalities of crime, and/or fruits of crime. Your
- Affiant believes that, in this case, the computer hardware is a container for
evidence and also itself an ins_trumentality of the crimes under investi‘gation.
| .Item,s To_ Be Seized | |
N 163. Your Affiant respectfully requests authority to seize the following items
which constitute evidence of violations of.1'8'"t"I:S.Cv:~§ 371“(C'-onvspiracy); 18
U.S.‘C. §‘1341 (Mail Fraud); 18 U.S-.C.‘§ 1’343"(Wire~'Fraud); and 18 U.S}.C. §$§
- 1956 ’and 1957 (Money Laundering); 15‘U.S.C. § 78dd-2 (Prohibited Foreign
| Trade Practlces) | ”

Documents, records, and physical evidence for the period August 14 1999,

Afﬁdav1t of Senior Spec1a1 Agent John E. Neinnckx II
128 of 137 o ,

Spokane final.wpd




to 'the present, created by, sent to, or related to Dixie.'.Ellen,Randock:, -

Steven Karl Randock (also kn'own as Steven Randoek, Sr., Steven Randock, and _

Steve Randock), Heidi Kae Lorhan, Amy Leann Hensley (also known as A.

o Henslej),Richard John Novak (also known as Rick Novak), Blake Alan Carlson

- (also known as B. Carlson) Roberta Lynn'Markjshtum Kenneth.Pearson |
| -R1chard Hoyer, Sheila Dan21g, Adbulah K. Dunbar, Fathlma R1swana
- Abul Kalaam Azad J ohn Dovelos G.D. Jalil (also known as Gulllermo B.J a111), ,

Stephen Frendock Ahmed Rashed Ahmed, Abul Kalaam Azad Dr. Golhn

Mohammed Syed J ames Hunter, Jallah Faciann, Thomas Carper, Jennifer

Greene John McLaughhn Randy Bush, Luise Correia (also known as Icorrela)

‘Prince Porte, L. Randock R. Markrshtum Isaac Roland, J ayne W. Johnson,

- Annie R. Maddox, Patrlck 0 Brlen, William Johnson, Vedmurthy Sarvotham
Monrovia Embassy, L1ber1an Embassy, Official Transcript Verification Center,
AEIT Peer Degree Program, Saint Regise, Children's Future Revocable Trust :
(also known as Chlldren s-Future Trust) -A+Institute-(also- known. as. A+ Institute
and Printing), Northwest Busmess Stamp, Samt Regis Unlver81ty (also referred to

as St. Regis University and SRU), Robertstown Umver81ty, James Monroe

| University (also referred to as “JMU”), James Monroe University High'S'chool,
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Trinity Christian School, AEIT (Advanced Education Institute Trust),
Nation State University, Hartland University, New Manhattan University,
St. Lourdes University, Blackstone University, North United University, -
| ~Capital Anierican University, InTech Univers.ity, Port Rhode University,}
Harnpton Bay University, Van Ives-Un_iversity, Americana University,
* All Saints American University, Stanley State University, Saint Renoir
B University, American Capital University, Uniteti Auto Wori(ers,
Atr'ium‘Incorporations,'Collines DevFontaine, LLC, Ministry of Education,
‘The UPS Store, Mailboxes, Etc., PakMail, Saint Regis Educational Services,
'AACRAO (also known as American Association of Collegiate Registrars and
Admissicns Officers), NAFSA, Office Archive Registry, 4Gusta, Inc.,
UAE Ernbassy, Selaorga, Italy, Advanced U, Kaching Kaching, Inc. (also known
“as Kaching Kaching), When Pigs.Fly, Inc. (also known as When Pigs Fly), |
' American Coastline University, National Board of Educationv (NBOE), |
'éareer Consultants International (CCI), Academic Credential Assessment
Corporation (ACAC), International Cominission for Higher Education (ICFHE),
Arneritech University, Fort Young University, Panamerica University,' o

 Educational Services, INSYNC, LLC, AdvancedU, OTVC, Academic Credential
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As seeement Corporation, St. Regise University (AEIT Peer.Degr_ee ?rbgraﬁ;)
| Gfaduate School, Canyen College, US Documeﬁts, Inc., St. ’Re.gis Aecounting,
DHL Delivery Company (als_o known as DHL), ThankyouPaymenfc_, Digital ‘
‘Archive Degree Authentieation Attesfatien University Services, inc., i
: "Randolph Addison Davis Technlcal Un1vers1ty, Degree Authentlcatlon |
Attestatlon University Serv1ces Inc.,, World Chapel Mmlstrles
- forwardinfo @umver81ty‘—serv1ces net, Www. L1ber1anembassy com,
amved @hotmall.com, WWw;usdegree.com, www.ealnﬁeglsedu.org,_
wv'vw.e—grads}.com, WWW;jamesmonroeuniversity.ac/jmu_admissions.html,
rowleygolf @ yahoo.coin; fo‘rwardl @university-servicee.net, www.university? |
services.net/j ameé_sre/vh‘igh_seho‘ol/test.htm_l,- WWW.j amesmonfoeuniversity. ac,
forward '1"@‘u1'1ive‘rSity+s'er;ice’s‘ Jet, A"g’dﬁt’hebeaeh@hotmaﬂ?eom;'" —
www.uvnivers}ity-services’,net/jamesrﬂomoe/rev/woridpay _ja.html,
"_“fh‘zi‘s‘yedhbli?in“ci'@juno.eOm; Www.‘university-services.net/jamesmonrOe/fp _ja.html,
‘mymailifn‘arketTEﬁds.het/ S“r’cfcompos*e.php"?'send:tO':j ames%40university-
seryices.net, www.jamesmohroeuniversity.ac, james @univetsity;serVices.net,
'Www.robertstownuniversity.ac_, www.seintregisedu.org,‘

payments.@ saintregisedu.org, admissions @university-services.net,
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| ,FR.J ﬁrnes @advancedu.org, info@saintrégis*edu;qrgfﬁtfo@advaneedﬁ.brg,
“info @ablushow.Com, ‘Stephén@advancedu.org, info @robeftstownunivefsity.ac,
" payin’g:nts@saintregisedu.org; info @advancedu.org, mfo@saintregisedu.org? |
_info @aplﬁsnbw.com, info @robertstoWnunivérsity.ac,

payments@salﬁtreglsedu ofg, admlssmns @university-services. net,
" Stephen@advancedu.org, frjames@advancedu org, WWWw. advancedu org,
A .www.university-_services.net, abcdegree.com, jamesmonroéumvermty.ac,
ihfo_@uﬁivérsity—services.net, www.nationalboardedu.com, |
admin@webmarche.com; degrees @university-services.net,
_panamarick@h‘ighstream.net_, adniissions @university-services.net,
ﬁsdegfees.com, greginthedesert@hoﬁnail.cbm,' www.transcriptrecords.com,
WWW. distancedegrée.edu.pk Stephen@ adVQﬁéédu.ﬁfngSOQ)‘46‘6‘—"8829,‘ | |
- (866) 312 23438, (208) 318- 0568 (208) 777- 9704, (208) 777- 9707
' (610) 404 0406 (307) 235- 2580 (509)‘4‘68 2728—(2(‘)2) 31%—6568

(202) 543-0850, (602) 524-8785, (623) 583-7722, (509)466-8829,

(509) 710-0215, 216.171.217.28, 216.171.217.187,'216.171.216.203,
65.101.109.164, 63.227.100.226, H1B Visa to wit: |

a. Papers, records, documents, files, notes memos, or materlals in handmade .
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-or.mechanical' form (suchas 'pri-nted, written, handwfitten; or typed); “diplomas”;
‘scnool “transcripts”; |

b. E-mail correspcndence in electronic and written form;

. 'Ccmputer or data processing hafdwnre, software or data including, but not
' limited to: hard drives and disks, floppy disks, diskettes, compact disks, CD-
ROMs, DVDs, optical d1scs Zip cartridges, magnetlc tapes, 1ntegral RAM or

- ROM units, electronic nctebooks, smart cards,'and any other permanent or
transient storage device(:sj or medium,; |

d.  Computer pas-swd;ds and other data secnﬁty devices designed to restrict
access to or hide computef software, documentation, or data, including any |
‘hardware, software, programmlng code, or passwords designed to restrict access
to or hidecomputer scftsx}nre, documentation, crdata; | |

€. | Stored i 1mages or partial 1mages of school “degrees seals stamps,

 signatures, 1dent1f1cat10n documents, or scanned -images-or partlal images of the

same;' b
f. ‘Embossing devices, rubber ink stamps, ink pads; |

g.  Foil or other manufactured seals including those seals of “schools”,

educational institutions, “accreditation” inStitutions, and embassies; equipment
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and supplies capable of manufacturing Sehool “degree—s”-, school ;ftrahscripts”, '
“Diplorha Auesmtioné”, of other deeuments related fo “degf_ees”;’ |
h. - Ink pens er other writing utensil capable of signing documents related to
| degrees; laminating equipment and supplies capable manufacturing “Alumni ID
: eards’?; | | |
i, Records or materials relatihg to }mailing or shipping of .schooll “degrees”
A and related academic documents to “degree buYers”i |

_] Persona'l and business telephene and address books, both written end .
electronic;

k. Any financial and business records, including: receipts and invoices for
inconie and expenditures, financial vs'tatements,' business income and expense
records, bank account records, manually or computeriz_ed’l.ist‘ings:of payment

B schedules, ledgers and journals reflecting receipt or distribution of funds,_ |

| cbrrespc)ndence or.notes reﬂeeting income or expenses, loan-applications,

contracts, pledges of collateral, steck certificates;recordsTeg-ard_ing payfnents of
- loans, records of b_usiness and travei expenses}, credit cards and credit card

records, telephone toll and usage records;

1. Records relative to expenditures for the acquisition, ownership, transfer, |
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t

maintenance, deposit, withdrawal-or disposition of any assets, including: payment
receipts, bills of sale, promiss0ry notes, mortgages, deeds, vehicie 1ic.enses, titles | _
‘or registrations,_insurance ndlicies; and related files, notes, memoranda, and
. ccrrespondence; | |
- m. Tax information 'including tax returns;

n. Safety depos1t box keys;
~o.  Currency, money ¢ lorders cashier’s checks, precious metals,
p. Passports and other rdentlﬁcatlon documents;
q.  Airline tickets and itineraries;
I. Business diaries and day planners;
's.  Shipping recor.d‘s;",\
t. Customers and degree purchaser lists;

u. Debit cards, credit‘cards, and checks in the names of Dixie and Steven

,Ran dock:and i S e

V. }‘ Debit }cards, credit'cards, and checks in the names of nominees, including
Vedmurthy Sarvotham. | |
Conclusion

171. SA Ross, acting in an undercover capacity, was able to purchase several
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‘ _‘_degree;S”"from the”D‘ix.ie and Steve ‘Randock-c’:ontroHed web sites rWithout ever ._
- attending any claSSes or lectures, purchasing any books, physically meeting with
any faculty, or doing any hornework assignments. Based on all the above, ‘there is
probable cause to believe that Dixie Randock, Steven K. Randock; Amy Hensley,
‘_ RobertaMarkishtum, Blake Carlson, Richard Novak, Ken Pearson, and others |
”"engaged in violations of 18 U.S. C §§ 1341 (Mail Fraud), 1343 (W1re Fraud), 371 )
' ,(Consplracy) 1956 (Money Laundermg) and 1957 (Money Laundermg) and

15 USC 78dd-2 (Prohibited Foreign Trade Practices). o

172. It has been Your Affiant’s experience, based on previousv investigations,
‘that evidence of violations of 18 U.S.C. §§ 1341 and 1343 are often located in
wrltten and electronic record form.
In light of the significant payments to Abdullah Dunbar, Steve and Dixie
: Randock’s internet representatlons of accredltatlon from a forelgn government
and the statements of Rlchard Novak durlng the 7/7/05 U/C—meetlng with Secret
Service agents, and Steve-and Dixie Randock’s use of e-mail, evidence of |
violations of 15 U.S.C. § 78dd-2 are in electronic and written form. It is also the
experlence of SA Benscoter IRS, that ev1dence of v1olat10ns of 18 U.S. C §§

1956 and 1957 are also often located in written and electronic record form ThlS
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| aff1dav1t is bemg submitted in 1 support of an apphcatlon fora Search Warrant for

not only the items but for the content of the items seized even 1f in e1ectromc

eV

John 1ncml SpeC1a1 Agent
- United States Secret SerV1ce

- form.

\UVJ‘;“:"

SUBSCRIBED AND SWORN to before me this /5 day of August,

Cynthia Imbrognn ‘
United States Magistrate Judge

2005.
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